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Motorala Solutions, i
1700 Belle Meade Court
Lawrencaville, GA 30043

September 14, 2012

Mr. Rik Rasmussen
Radio System Manager
1840 Camden Avenue
Durham, NC 27704

RE: Radio System Upgrade
Dear Mr. Rasnwissen:

Motorola Solutions, Inc, (“Motorola”) is pleased to have the opportunity fo provide the Citly of
Durham, NC a proposal (o upgrade your cusrent Motorola Communication Network in a multi-
year phased approach that will allow you to migratc to the advanced Project 25 standards as
your budget allows while keeping all the mission critical features your first responders are using
today.

‘The Motorola Project Team has taken great carc to propose a solution that will meet your nceds
and provide you with unsurpassed value. Our proposal offers a turnkey package for all three
phases, including engineering, project management, system integration, and lifecycle
maintenance tailored to the City of Durham.

Motorola’s proposal is conditioned upon your accepiance of the terms and conditions contained
in the Communications System Agreement (CSA) included in this proposal, or a negotiated
version thereol.

Motorola appreeiates the opportunity to present this proposal and looks forward to continuing

our long term partnership, If you have any questions concerning this proposal please contact
your Account Executive, Scotlt Hurt at (336) 312-9165

Sincerely,

MOTOROLA SOLUTIONS, INC.

Maishall Wright

MSSSI Vice President & Director of Sales
North America Government &Commercial Markets



Section 2. System Description

Motorola is proposing a communications solution for the City of Durham that details
migration of the current Motorola SmartZone 4.1 Simulcast radio system to a
Motorola ASTRO P25 simulcast system platform. Motorola has developed a
comprehensive migration plan based on each user agencies needs. The migration plan
accounts for how Subscribers, RF Sites, Consoles and Core Infrastructure will be
migrated and/or replaced over time. The following new equipment or upgrades to
existing equipment are proposed for Year one of the three year plan phased upgrade.

+ A P25 Master site will be installed during Phase 1 of the project and will replace
the current SmartZone 4.1 Master site currently utilized in the existing simulcast
system.

+ The existing SmartZone simulcast sub system will be integrated into the P25 core
Master Site using Motorola’s SmartX site converters. This concept will allow the
City of Durham to utilize their existing SmartZone simulcast infrastructure and
continue realizing the benefits of the current system during the upgrade process.
This allows for a multiyear phased approach for upgrading the entire system to
P25 allowing costs to be distributed over a three year plan.

+ Motorola MCC7500 Dispatch Consoles utilized with the ASTRO P25 systems
will be supplied that will integrate directly into the P25 Master Site. These P25
Consoles will be installed at all currently operational dispatch centers. The
consoles will maintain all feature sets and will be fully operational across all
phases of the upgrade plan.

+ All existing SmartZone infrastructure equipment that will be utilized during the
SmartX phase one of the upgrade plan will be upgraded if required to the latest
software/firmware release particular to each piece of equipment.
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2.1

211

2.1.2

2.1.3

Phased P25 System Upgrade Plan Year One

Zone Master Site

A new ASTRO P25 Master Site will be supplied and installed. This site will consist
of a fully functional P25 Master Core and will support the SmartX interface for the
existing simulcast system during the upgrade migration. This Master Site will also
support the MCC7500 P25 dispatch consoles to be installed in phase one.

911 Communications Dispatch Consoles

The consoles currently in use at all 911 dispatch centers will be replaced with
MCC7500 console systems. These console systems will be connected to the new
Zone P25 Master Site using the existing City of Durham Microwave Radio Network.
The MCC7500 consoles will support P25 operation and continued operation for the
SmartZone simulcast network. The centers will also use conventional channel
gateways (CCGW) connected to the MCC7500 console systems to operate
conventional and trunked 4.1 control stations for existing systems communications.
Upon implementation of all phases the CCGWs will continue to support backup and
conventional operation. The console system will have a direct connection to the
Master site that will support fully functional wide area P25 operation.

City of Durham Simulcast System using SmartX

Upon replacement of the City of Durham dispatch consoles the simulcast radio
system will be integrated into the P25 Zone Master Site using Motorola SmartX
technology. The SmartX Site Converter focuses on the initial infrastructure upgrade
of the core Master Site to an ASTRO 25 IP core network. This will be followed in
years two and three by Subscriber / RF Site migrations to full ASTRO 25 operation.
SmartX Site Converters can provide a valuable first step in moving to the ASTRO 25
platform to enable ASTRO 25 features, products and capabilities while keeping 3600
Sites/Radios operational through their useful life. An ASTRO 25 network with
SmartX Site Converter forms a powerful hybrid network — one that can blend existing
SmartZone remote sites (3600) with ASTRO 25 sites (9600) for enhanced
interoperability and flexibility. City of Durham agencies can maximize the value
from their existing equipment while gradually investing in a path to the future. A
mixed network is enabled through the deployment of SmartX Site Converters that
convert SmartZone site audio (Analog and/or Digital IMBE) and signaling
information to IP data packets routed on the ASTRO 25 network.

Motorola will use the SmartX site converter concept in the migration strategy to
integrate the large City of Durham simulcast subsystem into the new P25 Zone core.
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2.2

2.3
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This will allow continued use of that SmartZone infrastructure and allow the City of
Durham to continue realizing the benefits of the existing simulcast system while
developing a final P25 upgrade migration plan for their infrastructure. Portions of the
existing City of Durham simulcast infrastructure will be upgraded to the SmartZone
4.1 Z release if required.

Year two P25 migration, P25 RF Overlay

During the second phase of the system upgrade the P25 Simulcast Prime Site
infrastructure will be installed. This P25 prime site will be equipped to support the
final 24 RF channel configuration of the Durham P25 Radio system.

An RF site overlay consisting of twelve P25 RF channels at each of the City of
Durham’s four RF sites will be installed and made operational. The system Receiver
antennae system as well as the system Transmitter antennae networks at each site will
be replaced to support P25 simulcast operation. This fully operational P25 simulcast
overlay will allow the City to migrate a portion of the departments and users to full
P25 operation.

The existing SmartZone simulcast system will continue to operate on a reduced
number of RF channels to support the portion of users that remain operational of the
legacy system.

Year Three Completion of P25 System Upgrade

During the final phase of the system upgrade the remaining subset of RF channels
operational on the legacy SmartZone simulcast system will be replaced with P25
Simulcast RF channels. These channels will be integrated into the previously
equipped P25 Simulcast Prime Site.

The remaining radio users will migrate operations to the fully upgraded and fully
equipped ASTRO P25 Simulcast System.

This phase completes the upgrade process. This approach allows the City of Durham
to distribute system upgrade costs over a three year period while maintaining a fully
functional and robust radio network during the upgrade process. When complete the
City of Durham will be operational with an ASTRO P25 Compliant Simulcast Radio
System. All 911 dispatch centers will be operational with ASTRO P25 MCC7500
Console systems.
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2.4

2.5

2.5.1

Project Tasks for Year One

Motorola will provide personnel resources for the following tasks.

+ Assist City of Durham technicians with site installation planning and guidelines
for System infrastructure equipment installation

¢ Assist City of Durham technicians with the site installation planning and
guidelines for dispatch console equipment at all dispatch centers.

+ Motorola will assist with performing legacy system equipment upgrades if
required in order to bring all equipment to the versions required for SmartX
operation.

+ Motorola will perform optimization and integration tasks for new P25 equipment
and integrate all equipment into the P25 Master Site Zone Core.

City of Durham will provide personnel resources for the following tasks.
+ Perform physical installation of P25 Master Site.

+ Perform physical installation of all MCC7500 Console systems
+ Assist Motorola personnel with any required legacy system upgrade process.

+ Provide all RF site, Prime Site, Dispatch Site and Master Site connectivity via the
existing City of Durham Microwave Radio System Network.

+ Assist Motorola personnel with optimization and integration of P25 Master Site
equipment.

The City of Durham shall be responsible for all civil and electrical work required
or related to this project.

City of Durham Responsibilities

As part of the migration strategy the City of Durham will have certain responsibilities
for each phase of the upgrade migration. Final tasks and responsibilities will be
outlined in a comprehensive scope of work at a later date. These responsibilities and
tasks shall include but not be limited to the following.

Site Links

The City of Durham shall provide and be responsible for the required links from all
remote radio sites to the appropriate Master Site or Prime Site. This will also include
the links to console sites as well as Network Management sites.
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2.5.2

2.5.3

2.6

TenSr Channel Bank equipment

The SmartX converter system strategy for the City of Durham simulcast integration
into the P25 system requires that the simulcast system and RF sites be connected to
the new P25 Zone 1 Master at the Camden Ave. tower. The existing channel banks
can be used to connect to the SmartX site converters however the equipment must be
at required hardware and software levels for proper operation. Motorola will supply
Durham’s technical personnel with the required information however it shall be the
responsibility of the City to provide any hardware, software and labor required to
upgrade the channel banks.

It is believed that the existing channel banks will require no hardware or software
upgrade.

Quantar 4.1

It is proposed to utilize the existing Quantars at the RF sites in phase one for SmartX
operation. Motorola will supply the required equipment to modify the stations.
Motorola and City of Durham technical personnel will work together to convert the
Quantar sites. The joint team will also develop procedures for installing and linking
the site switches and routers to Master Sites. Motorola will provide assistance with
troubleshooting any conversion and connection issues. It shall be the responsibility of
the the City of Durham to provide site connectivity to the appropriate sites. The City
of Durham personnel shall also provide Motorola site access to the required
infrastructure sites.

P25 RF System Overlay for Year Two

Motorola will supply the required infrastructure equipment for the P25 simulcast and
twelve channel RF overlay. It shall be the responsibility of the City of Durham to
provide all civil and electrical services required. City of Durham technicians shall
install all equipment with guidance from Motorola personnel. Motorola personnel
will optimize and integrate the overlay into the P25 Master Site. City of Durham
technical personnel will assist with the tasks.

The City of Durham shall be responsible for any radio tower stress studies or
structural upgrades required to support the system antennae configurations.

No additional antennae are planned for this project. The project assumes replacement
of existing transmission lines and antennae as described previously in the project
phases resulting in no net increase in equipment with the exception of a 4 “ test line
for the receive Tower Top Amplifier system at each RF site.
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2.7

2.8

28.1
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P25 System Upgrade Completion Year Three

As part of this final phase Motorola will supply all required infrastructure equipment
required to complete the final twelve channel addition to the P25 overlay at each of
the four RF sites.

It shall be the responsibility of the City of Durham to provide all civil and electrical
services required. City of Durham technicians shall install all equipment with
guidance from Motorola personnel. Motorola personnel will optimize and integrate
the channel additions into the P25 system. City of Durham technical personnel will
assist with the tasks.

This phase will complete the City of Durham radio system ASTRO P25 upgrade and
provide for a fully compliant ASTRO P25 twenty four channel, four site simulcast
radio system. All dispatch centers will have installed per previous phases MCC7500
ASTRO P25 console dispatch equipment.

Equipment Description

Master Site Equipment

The Master Site system consists of a complex network of servers, computer
workstations, high-speed Local Area Network (LAN)/Wide Area Network (WAN)
devices, databases, and software applications. The term “master site”” designates the
location of core equipment providing a central point of control for the operation of
the radio communication system.

There is a master site location for each zone core. In an M Series zone core, the
location of the User Configuration Server (UCS) and, if available, the System
Statistics Server (SSS) will designate the master site. At the master site for these zone
core architectures the zone controller (ZC), audio distribution, and network
management equipment work together to process calls, distribute audio, assign
channel resources, and conduct network management functions for the system.
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M3 Zone Architecture

The Multi-Zone Capable (M3) zone core represents a sophisticated P25-compliant
system with high availability designed to fulfill the need for mission critical
operations, at the same time preventing from an unauthorized access to the resources
and information. Application virtualization supports multiple server applications
residing on a reduced number of hardware platforms, thus reducing hardware and
space requirements without affecting the system's functionality.

A zone has a master site that contains the computing backbone for that zone. The
master sites contain all the components necessary for controlling calls within a zone
and for communicating with other zones to manage InterZone calls. In addition, the
master sites provide the hardware and software components that are used for network
management and system configuration.

All the components that communicate over Ethernet are connected through a central
switch called the master site Ethernet LAN switch. This switch provides two separate
internal LANs which are integrated to provide redundant links for critical network
traffic.

One or two zone controllers are used to process system-wide commands and handle
call processing and mobility management functions for the system. In systems with
two zone controllers, there is a connection from each zone controller to the LAN
switch and a direct connection between the two zone controllers. The LAN switch
connection allows each zone controller to communicate with the gateway
routers/Core Gateways.

The zone controller is an application running on generic application hardware
platform. System configuration determines whether the application shares the
physical server with other applications or is the only application on the server.
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Figure 2-1: M3 Zone Core Architecture
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The M3 zone core is a full IV&D high capacity, multi-zone system. Up to five
servers host two zone controllers and Network Management applications. A 48-port
terminal server is supplied. The SSG140Firewall is managed through a Firewall

Manager application set up on a separate server. All of the system devices are
redundant to increase reliability of the system.
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2.8.2

28.2.1
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Master Site Components

Master Site LAN Switches

The master site LAN switch is used to aggregate all the Ethernet interfaces for all
master site devices including Network Management servers and clients, zone
controllers, and various master site routers. The switch determines which device a
packet is meant for and dispatches it to the appropriate device.

Devices are physically connected into the switch in a way that provides the highest
reliability to support critical network traffic. System configuration determines the
number of the switches used.

Two redundant Virtual LANs (VLANS) are set up within the LAN switch. The
purpose of these Transitional LANs (TLAN1 and TLAN2) is to carry intrazone traffic
between the various core, gateway, and exit routers. Two are needed to provide
redundancy to address a single point of failure for Ethernet ports in the routers. If an
Ethernet port fails, traffic is transferred to the remaining TLAN. In M3 zone core
architectures, TLANL is set up on switch 1 and TLANZ is set up on switch 2.
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Figure 2-2: Master Site LAN Switches
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2.8.2.2

Application Server(s)

The Generic Application Server is software that is installed on each server.
Depending on the zone core architecture, from one to five servers can be used.

The application server hardware platform provides the computing backbone capable
of supporting the following applications without requiring separate hardware servers
for each application:

*

Zone Controller (ZC) - The zone controller is responsible for processing calls,
managing audio paths, controlling zone infrastructure, and providing services to
subscribers and console operators. It can be installed in single and redundant
configurations.

User Configuration Server (UCS) - The UCS houses the database containing
configuration records for home zone maps, users, radios, talkgroups, Adjacent
Control Channels (ACC), security information at a system-level, and other
system-level parameters. The information is configured using the User
Configuration Manager (UCM) application and is saved in the UCS database.
There is one active UCS per system.

System Statistics Server (SSS) - The SSS collects and stores system-wide
statistical information from each of the Air Traffic Routers (ATRs) for use by the
system-level Historical Reports application. Statistics concerning resource usage
and allocation are maintained for sites, channels, zones, talkgroups, and users.
The SSS is optional and only one active is required per system.

Unified Network Configurator (UNC) - The UNC is a network configuration
tool that provides controlled and validated configuration management of system
devices.

Unified Event Manager (UEM) - The UEM provides fault management for the
system. The UEM monitors the health of objects such as servers, zone controllers,
and sites. Device status information is obtained using the Simple Network
Management Protocol (SNMP). There is one UEM server per zone.

Zone Statistics Server (ZSS) - The ZSS if purchased, collects and stores zone-
wide statistics regarding call processing traffic. It derives this information from
the Air Traffic Information Access (ATIA) stream supplied by the Air Traffic
Router. The ZSS provides this information to the Historical Reports. There is one
ZSS per zone.

Air Traffic Router (ATR) - The ATR collects air traffic information from the
zone controller and distributes the information to the statistical servers,
ZoneWatch clients, and to any billing or accounting service hosts. The air traffic
information also includes Radio Control Manager feedback, such as a response or
fulfillment of an RCM command. This RCM feedback is forwarded to RCM
clients. There is one ATR per zone.

Zone Database Server (ZDS) - The ZDS is primarily used for distribution of
configuration information to the following devices: Console, Conventional
Channel Interface devices, and MGEG. There is one ZDS per zone.
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2.8.2.3

Zone Controller and Server Applications (System Level and
Zone Level)

Servers are computers that “serve” data to other computers and devices (clients).
Servers are different from client computers. In general, clients consume and
manipulate information and resources, while servers are providers of information and
resources. In the system, there are many servers and each has a specialized function
or set of functions.

The server applications perform the following functions:

Collect and display system fault information
Compile system statistics

Provide a user interface for system configuration.
Store records for users, infrastructure, and radios
Manage call processing activities

* & & o o

User Confipuration Server

System Level Swystem Statistics Server

Unified Network Configurator

Zone Controller

Fone Statistics Server

Lone Level Air Traffic Router

Unified Event Management Server

Zone Databaze Server

Figure 2-3: System Level and Zone Level

Zone Controller

The zone controller application is responsible for processing calls, managing audio
paths, controlling zone infrastructure, and providing services to subscribers and
console operators.

The server hosting the zone controller application is equipped with Ethernet ports that
interface with the various system devices. The zone controller subsystem may include
redundant zone controllers. The LAN switch is used to switch system resources
between the zone controllers and provide high availability call management within
the zone. While both zone controllers are powered and enabled at the same time, only
one is actively participating in call processing tasks at any one time (active ZC) while
the second controller that is not actively processing calls in the zone is in the standby
mode.
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A redundant zone controller in each zone provides protection against a hardware or
software failure that may result in the loss of wide area trunking until the zone
controller is repaired or recovers automatically. Wide area trunking is the normal
operating state for each site in the system. If all sites are in wide area trunking mode
within a zone, communication paths cover the entire zone. The zone controller
manages the call processing and audio routing through an active Control Channel.
Each site needs a Control Channel and at least one operational voice channel to stay
in wide area trunking. Switchover to the standby zone controller occurs if the active
zone controller loses the ability to maintain wide area trunking.

System information that is necessary for call processing is downloaded to both zone
controllers. The zone controller applications reside on physical servers that include
hardware for storing data and communicating with zone resources. The host hardware
platforms and the zone controller applications are identical.

Active and Standby Zone Controllers

In systems with redundancy, one of the two zone controllers is designated as the
active zone controller and the other is designated as the standby zone controller.
These zone controllers exchange operating modes to maintain system performance
and reliability.

When the operating status of a zone controller is the active mode, it supports zone
controller functionality. When the operating status of a zone controller is the standby
mode it supports backup zone controller functionality.

Zone Controller and Trunking IV&D

The zone controller supports and manages channel resource allocation for both voice
and data. From the data services perspective, the zone controller provides the
following functions:

+ Responds to the HLR query by the PDR to obtain zone affiliation information
(subscriber location) and subscriber status information.

+ Responds to the VLR queries from the RNG to obtain site affiliation information.
In addition, registration, de-registration, site roaming, and zone roaming
information is communicated from the zone controller to the RNG for processing
data service requests.

+ Assigns a 9600 baud channel as a data channel and allocates the channel to the

base station. A subscriber radio communicates with the PDG over this channel.

Tracks the number of active data channels at a site.

Manages and enforces channel preemption rules.

Maintains data channel lease with the site controllers.

Maintains the busy queue for data channel request from the sites.

Provides mobility management functions for each Mobile Subscriber Unit

(MSU).

* & & o o
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2.8.2.4

2.8.2.5

+ Allocates and manages radio channel resources and determines which channels
are used as the Packet Data Channel (PDCH).

+ Determines PDCH preemption based on preemption rules. Provided that the
system-wide Data Channel Preemption parameter is set, the TG can preempt data
parameters.

+ Maintains Busy Queue for data channel requests from a site. PDCH requests
follow existing priority levels for call processing.

The Motorola Packet Data Gateway (PDG) is a hardware and software platform
designed to link a customer’s data network to the Motorola network. It is placed at
the junction of the wire line network and the Radio Frequency (RF) data network. It
provides the interconnection between the two networks through its routing,
translation, fragmentation, and error reporting services. The PDG employs Internet
Protocol Version 4 (IPv4) routing.

The PDG provides the interface between the Customer Enterprise Network (CEN)
and packet data users in the system. The PDG performs registration services for
packet data users, maintains user permissions and mobility information. Also
provides routing of traffic to the radio network or the GPRS Gateway Support Node
(GGSN) router.

The main software components of the PDG are the Packet Data Router (PDR) and the
Radio Network Gateway (RNG).

The RNG communicates with the zone controller to maintain a local Packet Data
Visitor Location Register (PD-VLR) for all data users that are currently registered in
the zone.

Fault Management at the Zone Level

The Unified Event Manager application provides integrated fault information for a
zone including any or all sites in that zone. The server monitors faults from each of
the sites and their devices.

Configuration Management at the Zone Level

For network management users, the ASTROe 25 radio system features integrated
interfaces for accessing configuration information for all devices. The Network
Management clients allow users to navigate and configure network devices.

The User Configuration Server (UCS) and Unified Network Configurator server
applications provide database processing required for the system-wide network
management functions.

User Configuration Manager (UCM) is the application installed on the UCS server. It
supports the tools necessary for management personnel to configure console users,
radios, radio users, talkgroups, multigroups, security access for users in the system,
security access for users in the system, all the Console information, and some system-
level parameters for call capability.
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Unified Network Configurator (UNC) manages the configurations of the routers,
switches, terminal servers, base radios, site controllers, comparators, SmartX Site
Converters, MCC 7500 Voice Processor Modules (VPMs), conventional base radios,
Telephone Media Gateways, Reference Distribution Modules, conventional
comparators, and links on an on-going basis. It also distributes the configuration data
created in UCM to zone controllers, Packet Data Gateways (PDG), conventional
Packet Data Gateways, and Air Traffic Routers (ATR).

The Unified Network Configurator consists of two applications:

+ VoyenceControl to manage network transport devices such as switches and
routers.

+ Unified Network Configurator Wizards (UNCW) to manage the RF
infrastructure.

The UNCW is an application that provides forms that are filled out according to
specified system parameters. It allows the user to easily discover, configure, and
manage the system. Wizards assist in enforcing the ASTROe 25 radio system
operational rules.

System configuration information is stored in the UCS and UNC databases. The
databases interact to synchronize crucial system-level and zone-level parameters. The
synchronization of the parameters is bidirectional — a set of parameters is published
from UCS to UNC and a different set is published from UNC to UCS.
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2.8.2.6
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Figure 2-4: Subscriber Information Flow

Performance Management at the System and Zone Levels

System performance, as defined here, is the system’s ability to handle call requests,
as measured by how often radio users experience busies when attempting to make
calls. System performance is more easily optimized when you have a clear
understanding of how the system is supposed to perform and how well it actually
performs under typical operating conditions. Over time, system performance can be
affected by changes in usage patterns and by modifications made in response to
changing communication needs.

Statistical data is collected, by the Zone and System Statistics Database server
applications, based on groups specified by the administrator. The groups are based on
object type, time interval, and number of intervals. For example, a collection group
may be defined to collect statistics about talkgroups. A single collection group will
not, however, be capable of collecting statistics about both sites and zones; two
separate collection groups would be needed. Also, a collection group collects
statistics for a single collection interval. These statistics are then organized into
reports. Two types of reports are supported:
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2.8.2.7

2.8.2.8

+ Dynamic Reports — These reports are real-time, short-term reports that are
updated for each interval of time selected by the user.

+ Historical Reports — These are reports that cover a specific time interval. The
amount of historical information that can be recovered depends on the specified
time interval. Historical reports are static, once the Historical report is generated,
it does not change.

The ZSS database takes information in the form of the ATIA stream from the ATR
and parses these records to the Report Players, which run on the Network Manager
client. The zone statistical information in the ZSS database summarizes call
processing traffic. The SSS database stores call traffic statistics from each zone. This
data is processed, aggregated, and stored for up to one year.

Security Management at the System and Zone Levels

All Network Management server applications have defined access privileges for each
user. At a minimum, all the applications support password protection. The UEM and
UNC applications use their own authentication and authorization processes for
security management within the application.

The UCM application includes features for setting user privileges and controlling
their access to view and/or modify information contained in the configuration
databases. Optional Agency Partitioning software allows a system administrator to
assign access privileges to specific applications. These applications include
Configuration Manager, Radio Control Manager, Historical Reports, and ZoneWatch.
The system administrator can also grant or restrict a user’s access to multiple zones.
Access to configuration management tools at the system level for devices that cross
zone boundaries should be normally restricted to selected personnel because of the
severe impact that improper changes can have on the entire system. The appropriate
Motorola personnel should be contacted if it is ever necessary to reconfigure the
equipment at any of the master sites.

The Private Network Management suite of client applications, except for the UNC
and UEM applications, can be accessed by an authorized user through a single login.
The UNC and UEM applications have their own separate and unique logins. If routers
and switches are accessed through the UNC, two logins are required, one for the
UNC and the other for the specific device being accessed.

Network Management Server Interaction

As with many components of the system, the zone controllers, and system servers are
highly interdependent. They rely heavily on each other to supply critical data in
support of their individual functions.
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No.

Server Interaction

User Confizuration Server (UCS) Database Synchromization between the UCS and
the Unified Network Configurator (UNC) database is mitiated from the UCM or
UNCW user interfaces by users. Subscriber information and some infrastructure
configuration information 15 pushed to devices automatically.

No.

Server Interaction

[

Subscriber (subset of the UCS database) and mfrastructure data is pushed to UNC.
Then, UNC sends that data to the zone controller.

Live call data passes from the zone contreller to the Air Traffic Fouter (ATE).
Eadio user and Radie Control Manager (RCM) commends and information are
sent through this link.

Statistical data 15 sent from the ATE to the Zone Statistics Server (£55).

Zone statistical data is sent from the ATE. to the System Statistics Server (555).

Call centrol information is sent from the zone controller to the Enhanced Telephone
Intereonnect server. Enhanced Telephone Interconnect fault information is passed
to the zone controller.

Call control information 1s passed between the zone controller and a site controller.

All devices in the zone fault managed by the UEM, send fault and event notifications
to the zone-level Unified Event Manager (UEM) server, after they are discoverad in
the UEM application.

EF site devices also send fault and event notifications to the UEM located in the
zone they are part of. If a device is proxied by the Motorela Supervisory Contrel
and Data Acqusition (MOSCAD NFM) application, fault management data may be
obtained from MOSCAD NFM.

10

Updated alias and configuration infermation is passed between the UNC and the
Console Database Manager (CDR ) Alias Database Manager (ADM) server.

11

The following events occur:

» Configuration data i3 passed from the UNC to the ATE (for example, object
aligses).

= Fault events and configuration data for the Dynamic Shared Services Algorithm
(DSSA) are zent to the ATE.

Polling paths between the BF sites and the UEM. Diagnostic and fault information
for other devices are sent through this link to the UEM. This includes the repesaters,
simulecast base radios, Ambassador Electromes Bank (AERE). simulcast comparators
and PNM Servers.

14

Fault status information i3 exchanged between the UEM and the ATE

13

All zone controllers send default subscriber records to the TCA.

Figure 2-5: Server Interaction
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2.8.2.9

&

Virtual Management Servers

Virtual Management Servers are based on the HP DL360 hardware platform and
provide Virtual Machine environment for server applications.

The HP DL360 G6 server is installed in two different architectures, as a standalone
server and a virtual server.

The HP DL360 G6 server with virtualization software and the operating system is the
platform used to install and operate the following services:

System and zone level Domain Controllers
Backup and Restore Services
Syslog

Core Security Management Server
MOSCAD GMC

Authentication Center (AuC)
InfoVista

Firewall Management Server
PDG IVD Virtual Servers

PDG HPD Virtual Server

PDG Conventional Virtual Server

* & 6 6 6 O O o 0o

The virtualization software provides the means to create Virtual Machines (VM) that
allow the installation and operation of software in an environment where each VM
operates as an independent server. Virtualization makes it possible to install and run a
system domain controller and a zone domain controller on the same physical server.
A third Virtual Machine is created in one of the domain controller servers to house an
instance of the Linux operating system and the Backup and Restore application.

The number of physical servers can vary between one and two based on the master
site configuration.

Other features supported with the DL360 server include:

¢ The HP DL360 server with the Linux operating system is the platform used to
install and operate the Packet Data Gateway software. A single DL360 provides
the RNG and PDR services.

+ Separate Virtual Management Servers based on the HP DL360 hardware are
installed for Conventional and Trunking PDGs when they are present in the
system.

+ The HP DL360 server in a standalone configuration with the MicrosoftWindows
2003 operating system is the platform used to install and operate the Transport
Network Performance software.
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Slide-out System
DVD/RW Drive Insight Display

Figure 2-6: HP DL360 G6 Server

2.8.2.10 Domain Controllers and Authentication Servers
Multiple servers contribute to authentication functions in ASTROe 25 systems:

¢ Servers referred to as “domain controllers” provide Active Directory
functionality. All domain controllers are peers of each other. Active Directory
provides mechanisms that keep domain controllers synchronized.

¢ Zone Level Domain Controller is the primary RADIUS and the system Level
Domain Controller is the secondary RADIUS server. The synchronization of the
RADIUS data (RADIUS clients) is automatic.

+ Network Management Servers are not DNS servers any more. The DNS
functionality resides fully in the Domain Controller.

¢ The Core Security Management Server (CSMS) and terminal server(s) provide
authentication for remote users. The RSA SecurlDe product installed on the
CSMS provides both password and two-factor authentication. Two-factor
authentication requires the user to possess both a token and a PIN that must be
memorized by the user. Accounts maintained using the RSA on the CSMS are
separate from user accounts in Active Directory.

2.8.2.11 Backup and Restore Services

ASTROe 25 system Backup and Restore (BAR) services provide mechanisms to back
up and restore important files.

A BAR server works in tandem with BAR client software to provide the means to
back up and restore data for workstations and server devices in the radio system. The
server that provides the BAR function exists as a single virtual machine on a Virtual
Server host. The Virtual Server host runs on the ESXi based operating system.
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Two levels of functionality are available:

+ Baseline functionality — this level is standard with ASTROe 25 systems. It
supports only the following ASTRO® 25 system BAR clients:

o Domain Controllers

o Authentication Center (AuC) server, if this feature is implemented in the system
o Network Management servers and zone controllers

o Linux-based BAR client for backing up the baseline BAR server itself

+ Full functionality — this level supports all BAR clients in ASTRO® 25 systems. It
is an optional feature that can be implemented on a new system or added as an
expansion to an existing system.

2.8.2.12 Data Subsystem — Packet Data Gateway and GGSN

The data subsystem comprises of the Packet Data Gateway (PDG) and the GGSN.
The Motorola PDG is a hardware and software platform designed to link a customer's
data network to the 1IV&D network. A multi-zone system requires one PDG per zone
for seamless system-wide packet data service operation. The PDG employs Internet
Protocol Version 4 (IPv4) routing.

The main software components are responsible for the following:

+ The Packet Data Router (PDR) is one of the two applications in the PDG. The
PDR manages all aspects of the IP protocol. It also provides a logical interface
between the GPRS Gateway Support Node (GGSN) router and the Radio
Network Gateway (RNG). The PDR forwards outbound data traffic to the RNG in
the zone where the subscriber is located. The RNG at the zone where the
subscriber is located is known as “Serving RNG”.

+ The Radio Network Gateway (RNG) is one of the two applications in the PDG.
The RNG provides a logical interface between the local Radio Frequency (RF)
resources and the PDR to support data calls to subscriber radios.

+ The PDG is placed at the junction of the wire line network and the Radio
Frequency (RF) data network. It provides the interconnection between the two
networks through its routing, translation, fragmentation, and error reporting
services.

The Packet Data Service is a bearer service that connects two parties in a
communication system with IP protocol. The communication is performed in one of
the following three modes:

¢ Mobile to mobile
+ Mobile to IP host
¢ |IP host to mobile
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The GPRS Gateway Support Node (GGSN) router serves as the network interface
between the Motorola Radio Network and the Customer Enterprise Network (CEN).
One side of the router connects to the Motorola Radio Network Infrastructure (RNI)
while the other side attaches to a peripheral network to interface with the border
routers of the CEN.

The GGSN router is designed to handle IP routing services for end-to-end data
messaging on the ASTROe 25 network. The router’s functions include the following:

+ Network address translation for static and dynamic IP addressing and IP
fragmentation

+ Secure IP tunneling

+ Internet Control Message Protocol (ICMP) error reporting for troubleshooting
activities

If IV&D packet data services are supported in the system, the HPD PDG and IV&D
PDG share the one common GGSN in the system. An additional GGSN is not
required or supported.

The PDG resides on an HP DL 360 in L Series and M Series zone core architectures.
The data subsystem involves installation of the GGSN that resides on a separate
S6000 router hardware.

2.8.2.13 Packet Date Gateway — Trunking IV&D and Trunking HPD

The Packet Data Gateway (PDG) provides the interface between the Customer
Enterprise Network (CEN) and packet data users in the system. The PDG performs
registration services for packet data users, maintains user permissions and mobility
information. It also routs traffic to the radio network or the GGSN router.

If Dynamic Host Configuration Protocol (DHCP) services are used, then a DHCP
server at the CEN assigns an IP address to the packet data user terminal (such as a
Premier MDC) when a packet data session is requested. The main software
components of the PDG are the Packet Data Router (PDR) and the Radio Network
Gateway (RNG).

The Packet Data Gateway (PDG) is installed at the master site. It interfaces directly
with the Ethernet LAN switch.

In the Data Subsystem, one PDG per zone is required; in a multi-zone system, each
zone that provides HPD services must include an HPD PDG at the master site.

2.8.2.14 Core Security Management

&

The Core Security Management Server (CSMS) functions as a management entity for
network security in an ASTRO 25 system. It operates on the Microsofte Windowse
Server operating system.
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2.8.3

The applications running on the CSMS are configured to operate within the system to
protect the integrity of the radio network from external Customer Enterprise Network
Interface Barrier (CENIB) connections.

The CSMS manages the components in the network interface barrier and is equipped
with antivirus management software and, optionally, remote user authentication
management software.

M Series Zone Core Routers

The M Series zone core architectures employ the S6000 MNR (Motorola Network
Router) hardware to perform network transport functions for the control of audio,
data, and network management traffic used by the system. The number of routers
depends on the master site architecture:

+ M1 architecture — a single core router, a single gateway router, no exit routers
+ M2 architecture — dual core routers, dual gateway routers, no exit routers
+ M3 architecture — dual core routers, dual gateway routers, dual exit routers.

Depending on their function, routers used at the master site can be divided into:

Gateway routers

Core routers

EXxit routers

Border router

Peripheral network router
¢ GGSN router

The master site routers support a range of interface types, including 10/100 Mbps
Ethernet and channelized T1. The Enterprise OS (EOS) software uses a wide range of
standard routing protocols, such as static routes, OSPF, BGP and PIM for multicast
communication, to maintain connectivity between servers and other devices in the
zone, remote sites and other zones. EOS supports fragmentation and Quality of
Service (QoS) to guarantee high-quality voice and data delivery services. The Simple
Network Management (SNMP) is used for fault management. EOS also supports
numerous standard protocols and services; for example, the Dynamic Host
Configuration Protocol (DHCP) and the Network Time Protocol (NTP).

* & & o o

Gateway Routers

Gateway routers are used for devices that require network redundancy and are
multicasting beyond their local LAN. The gateway router functions as a unicast
forwarding router, a multicast control and audio rendezvous point and an audio
switch interface. It also provides network management functionality. The gateway
routers provide functional support for the zone controller, Ambassador Electronics
Bank, MGEG, Packet Data Gateway, and Network Management routing.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

System Description

2-22



When used to support the Packet Data Gateway, the gateway routers are used in this
system as an interface between the Packet Data Gateway and the Ethernet LAN
switch.

Gateway routers serve as the interface for all control and audio information that flows
between the zone controller and the resources necessary to process a call. These
resources include the RF sites, the MGEGs, consoles, and telephone interconnect.

Core Routers

Core routers route network traffic between the master site and other sites within a
zone (IntraZone support). The core router connects to the Enterprise Ethernet switch
on two 100Base-TX links. The core router connects to the site links through the RJ45
connectors on the relay panel. The core routers used by the system are Motorola
Network Router (MNR) S6000 routers configured with 12-port T1/E1 modules.
Motorola provides support for the T1/E1 and Ethernet Site Links.

Exit Routers

Exit routers handle network traffic between master sites (InterZone links support).
There are four exit routers in each zone of a multi-zone system. The exit routers are
installed in the zone to route all inbound and outbound InterZone traffic for the zone.
Exit routers are only present in the M3 configuration. The exit routers used by the
system are Motorola Network Router (MNR) S6000 Routers configured with 12-port
T1/E1 modules. Master sites support T1/E1 and Ethernet Site Links.

An exit router performs the following tasks:

+ Handles InterZone links. The exit routers have two Ethernet ports that connect
into different master site LAN switches and a 12-port T1/E1 connector connected
to the relay panel for InterZone traffic.

Exit routers use the Border Gateway Protocol (BGP) for InterZone routing.

+ Deploys packets among its multiple connections on both the LAN and WAN
interfaces using dynamic routes. The packets destined for the control Ethernet
interfaces on the zone controller, as well as the packets for network management,
are routed through the Transitional LAN (TLAN) ports of the Ethernet LAN
switch using dynamic routes.

+ Communicates with other zones through the relay panel using the T1/E1
connection. The routers learn about the PVCs on the T1/E1 connection from the
relay panel. Each PVC originates on an exit router in one zone, and terminates on
an associated exit router in the adjacent zone.

The exit routers are configured in an active/inactive configuration. The active exit
router typically handles all the traffic under normal conditions. The inactive exit
router takes over all the traffic when the active exit router fails, or takes over
individual PVCs that are failing for the active exit router.
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Border and Peripheral Network Routers

Border and Peripheral network routers provide interfaces to the Motorola Radio
Network Infrastructure (RNI) to extend the DMZ (border router) and peripheral
network (peripheral network router), respectively.

GGSN Router — M Series Zone Cores

The M Series zone cores employ the GPRS Gateway Support Node (GGSN) router to
handle network traffic between the Motorola radio network and external networks to
support data services. This router is based on the S6000 MNR (Motorola Network
Router) hardware.

Cooperative WAN Routing

The Motorola Cooperative WAN Routing (CWR) solution consists of core and/or
exit routers in combination with relay panels to provide the site and InterZone
transport interface.

Core/Exit Routers with 12—Port T1/E1 Module

The core and exit routers support up to two 12-port T1/E1 modules per chassis. Each
module features one WAN interface that supports up to 12 T1/E1 ports. In a CWR
configuration, the two 12-port T1/E1 modules allow the core/exit routers to support
up to 24 channelized T1/E1 ports.

12 - Port T1/E1 Modules

Figure 2-7: CWR — S6000 with Two 12-port T1/E1 Modules

Relay Panel

The relay panel is an electromechanical relay-based switch-box that interconnects the
T1/E1 ports on the active router with the WAN lines. The 12-port T1I/E1 WAN
module is connected to the relay panel through a single 12-Port T1/E1 interconnect
cable. The relay panel uses latching relays to retain its current state, even during a
loss of power.
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2.8.4
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Figure 2-8: Relay Panel

The routers are connected to the relay panel via 12-port relay cables which run from
the 12-port T1/E1 modules on the routers to one of two sets of high-density T1/E1
connectors on the relay panel. The left set of T1/E1 connectors on the relay panel
attaches to the 12-port T1/E1 modules on one S6000 router, and the right set of T1/E1
connectors on the relay panel attaches to the other S6000 router.

CNR_rourets_esey pewel

Figure 2-9: CWR Connections

Terminal Server LX Series — Remote Access

The Remote Access subsystem consists of a terminal server and modems. The

terminal server is used to perform out-of-band management on devices at the master

site.
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Out-of-Band Management

Out-of-band management is the use of a dedicated terminal server for device
maintenance. It allows a user to monitor and manage servers and other network
equipment at a master site by remote control.

Out-of-band management consists of a set of modems and one 16-port or 48-port
terminal server. The server provides an interface to the Ethernet LAN switch on one
side and to the modems on another. The LAN interface provides connections to the
serial (console) interfaces of all the devices at the master site. This connection
provides the means to access a device through its IP address which in turn allows
access to all the other programmable functions. The modems provide a method to dial
into the terminal server connected to the master site LAN switch. Telnet is supported,
as well as connectivity to the serial ports of the routers, switches, and servers.

G

Modem
RS232 RS232
Terminal
Server
Server 1
] ZCc1
Ethernet m
GRateway Master Site -
outer LAN ATR
i ]
GGSN Server 2
|| eoe . [zc2]
Switch 1 =
| UEMl
—  Firewall
Core | i
Router ucs
Rela
Panel sss |-
‘ == Switch 2
xi
Router Z8s |

Figure 2-10: Out-of-Band Management in M3
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2.8.5

A terminal server connects a number of devices or modems to a central server. The
terminal server is the access point for all administration with the Network
Management servers, zone controllers, and other IP devices in the zone.

The terminal server supports a serial connection to servers and network transport
equipment in the zone.

An Ethernet connection is also provided to allow access by Network Management
clients to all the managed devices.

PC clients operating on the Local Area Network (LAN) can connect with the terminal
server and access devices from a programmed menu. The terminal server can also be
connected to an external modem to allow dial-up access across the Public Switched
Telephone Network (PSTN).

100 Mbps LED

RS232 Port
Status LEDs

Figure 2-11: LX-4048 Terminal Server

Network Time Protocol Server

TRAK 9100 is a GPS-based frequency and time reference unit that provides the
following outputs to meet the network time and network transport
synchronization requirement of the trunked IV&D system:

+ UTC time for the network time synchronization through the 10Base-T

¢ T1 or E1 signals for the network transport synchronization (framed, RS422, and
TTL) through Telecommunication modules

+ IRIG-B signals for time stamps on the analog data logging recorders

The TRAK 9100 may be configured for redundant operation in order to meet the
availability requirement. The redundant configuration consists of one GPS Rubidium
oscillator module as the main frequency reference, another GPS double oversized
oscillator module as standby reference unit, and two power supplies.

At the Master Site, the NTP server provides Network Time Protocol (NTP) services
for the servers and the network transport equipment on the master site LAN. By
default, all three master site configurations rely on one of the Generic Application
Servers as the source for NTP services, however they can be optionally equipped with
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a TRAK 9100 physical server. The TRAK 9100, when configured as a Network Time
Protocol (NTP) server, is a Global Positioning System (GPS) receiver that supplies
Stratum 1 frequency and time reference for equipment at the master site.

The backup NTP service is provided by the primary Generic Application Server
(GASO01).For the M Series systems that deploy the optional TRAK 9100 NTP server,
the TRAK is used as the primary NTP time source known as “ntp01”.

The secondary NTP server is the primary Generic Application Server (GAS01 known
as “ntp02”. For M Series systems that do not deploy a TRAK 9100 NTP server there

is only one time source, ntp02. For these configurations, if the primary NTP fails (no

TRAK), the secondary will be discovered (ntp02) and provide NTP services.

The modules installed in the TRAK 9100 are the following:

GPS receiver with Rubidium oscillator

GPS receiver with double-ovenized oscillator
AC/DC power supplies

Digital Distribution Modules (DDMs)
Frequency Distribution Modules (FDMs)
Telecommunications modules (TEL)

Fault Sensing Unit (FSU) module

* & 6 6 & o o
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Figure 2-12: TRAK 91—Network Time Reference
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2.8.6

2.8.7

28.7.1

2.8.7.2

@

Firewalls

A firewall is a network security device providing network boundary enforcement and
attack detection features. The firewall restricts traffic to known sources, destinations,
and protocols, based on the hosts and services that are specified in the firewall
configuration. All other traffic that is not defined is discarded.

Console Port
AUX Port

USB Port
Reset Pinhole

= X B e —

] 1
Device Status 10/100 Ethernet 10/100/1000
LEDs Ports (0/0 - 0/7) Ethernet Ports

Figure 2-13: SSG140Firewall

Master Site Optional Components

HP Workstation

The HP Z420 hardware supports the Private Network Management Client application
suite. The PNM client may be installed at the master site and also at remote locations.

MOSCAD Graphical Master Computer

The Graphical Master Computer (GMC) is at the center of MOSCAD Network Fault
Management. GMC collects and stores fault information related to elements in
ASTROe 25 sites. This fault information is relayed through Remote Terminal Units
(RTUs) and accessed through Graphical Work Station (GWS).
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2.9

2.9.1

&

MOSCAD NFM Description

Network Fault Management Overview

MOSCAD*Network Fault Management (NFM) is an integrated solution. It provides
the operator and network engineer with the required tools to configure, monitor, and
control devices in ASTRO25 communication sites.

MOSCAD NFM provides a common method for controlling auxiliary system devices
(such as tower lights, power, and environmental equipment). It also collects and
forwards data concerning the state of communication devices such as base stations,
channel banks, microwave radios, and time reference.

MOSCAD NFM includes six main components:

GMC (Graphical Master Computer)
GWS (Graphical Workstation)

SNT (SDM3000 Network Translator)
SDM3000 RTU (Remote Terminal Unit)
MOSCADe IP Gateway

¢ NFM XCRTU

The connectivity of all these devices is based on IP protocols. The SDM3000 RTU,
SNT, IP Gateway, and XC devices support a web server which allows direct access to
information stored on these devices.

* & & o o

¢+ The NFM XC RTU is an advanced Simple Network Management Protocol
(SNMP) based mediation device that enables the GMC to acquire information
regarding the fault and configuration of elements/devices in ASTRO® 25 sites.
Each RTU has a web server that the technical support team can access through a
standard web browser. It can retrieve the topology map of the site and alarms
stored in the event buffer. Additional maintenance tasks can also be implemented
through the web server.

¢ The SDM3000 is also an advanced Simple Network Management Protocol
(SNMP) based mediation device that enables the GMC to acquire information
regarding the fault and configuration of elements/devices in ASTRO® 25 sites.
Each SDM3000 has a web server that the technical support team can access
through a standard web browser. It can retrieve the topology map of the site and
alarms stored in the events buffer. Additional maintenance tasks can also be
implemented through the web server. The SDM3000 RTU provides additional
robustness to fault management reporting through acknowledged trap receipt and
SNMP-v3 encrypted communications.
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2.9.2

+ The SDM3000 Network Translator (SNT) serves as a front-end communication
device for the GMC by collecting and forwarding data from SDM3000 RTUs that
are connected to the same zone (region). The SDM3000 Network Translator
communicates with SDM3000 RTUs over SNMP.

+ The fault management control centers are Unified Event Manager (UEM) and
MOSCADe NFM Graphical Master Computer (GMC) that are integrated with the
MOSCADe NFM RTUs in ASTROe 25 sites. The UEM communicates with the
NFM RTUs using SNMP, the industry standard communication protocol. The
GMC communicates with the SDM3000 Network Translator and MOSCADe IP
Gateway using a proprietary protocol over TCP/IP.

SNMPv3: The Simple Network Management Protocol (SNMP) is an application
layer protocol designed to facilitate the exchange of management information
between network devices. SNMP-transported data (such as packets per second and
network error rates) helps network administrators to:

+ Manage network performance
+ Find and solve network problems
+ Plan for network growth

The fault management software communicates with the RTUs (either type) using
SNMP, the industry standard communication protocol.

The MOSCADNFM system is capable of monitoring a broad range of analog, digital,
and simple closure inputs. As such, some components do not have any other
connection to the network. These components can be monitored for fault conditions
and reported to UEM and the GMC. Elements of this type include, for example, UPSs
(Universal Power Supply), channel banks, microwave gear, and antenna systems.

NFM System Components

The MOSCAD NFM system provides complete and efficient communications with
the infrastructure as well as the flexibility to adapt to a variety of system
requirements. MOSCAD NFM provides the complete interface, real-time monitoring,
and control of RF sites. It monitors sites equipped with various configurations and
quantities of microwave radios and base stations. The list also includes QUANTAR®
and QUANTRO comparators, channel banks, RF devices, and other third-party site
support devices.

Typical components of MOSCAD NFM are described in the following sections. They
are as follows:

SDM3000 Network Translator (SNT, hardware)

SDM3000 RTU (Remote Terminal Unit, hardware)

SDM3000 Builder (software application, configures SDM3000 RTUs and SNT)
NFM XC RTU (hardware)

MOSCAD IP Gateway (hardware)

* & & o o
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System
Level

Zone
Level

Site
Level

29.2.1

Fault Management Site-Builder (software application, configures both NFM
XC RTUs and MOSCAD IP Gateways)
MOSCAD IP Gateway Toolbox (software application)
+ GMC (Graphical Master Computer, hardware)

+ GWS (Graphical Workstation, hardware)

Control Room

Control Room

The SDM3000 hardware-based devices are:

¢

SDM3000 Network Translator (SNT)

MOS((‘;:VDSNFM Master Site
MOSCAD NFM
GMC
|
WEB SDM3000
Network
Browser Trinelator UEM
: R
]
1
WAN
Site 1 Site 2 Site 3
SDM3000 SDM3000 SDM3000
RTU RTU RTU
| | | |
Channel Site &pPs Microwave
Bank Controller Radio
Base Radio Environmental RF Rack

Figure 2-14: NFM System Components

SDM3000 Hardware-Based Devices

+ SDM3000 Remote Terminal Unit (SDM3000 RTU)

¢

MCC 7500 Aux I/O Server
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SDM3000 Network Translator

SDM3000 Network Translator enables data exchange between GMC and SDM3000
RTUs located in the same zone. The SDM3000 Network Translator serves as the
bridge between the GMC and the SDM3000 RTUs through the communication
backbone. SDM3000 Network Translator provides the capability to forward
Connection Messages to the GMC. These Connection Messages consist of remote site
alarms from microwave radios, base stations, comparators, channel banks, RF
devices, and other third-party devices.

SDM3000 RTUs

This section provides an overview of the following components:

SDM3000 Basic Remote Terminal Unit (RTU)
SDM3000 Advanced unit

SDM3000 I/0 Expansion RTU

MOSCADe RS-232 Multiplexer

* & o o

SDM3000 Basic Unit

The SDM3000 (Site Device Manager 3000) Basic unit consists of a CPU, 1/0O, 1/0
interface, LEDs, and optional internal power supply sections. It is designed for 19-
inch rack mounting. The SDM3000 RTU operates as a standalone unit.

The SDM3000 Basic unit includes the following discrete inputs and outputs:

¢ 48 discrete Wet or Dry discrete inputs
+ 16 electrically energized digital outputs

mawwweny

ATy ey

Figure 2-15: SDM3000 Basic Unit

SDM3000 Advanced Unit

The SDM3000 Advanced unit consists of a CPU, I/O, 1/O interface, LEDs, and
optional internal power supply sections. It is designed for 19-inch rack mounting. The
SDM3000 RTU operates as a standalone unit.

The SDM3000 Advanced unit includes the following discrete inputs and outputs:
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¢ 48 discrete Wet or Dry digital inputs
+ 16 electrically energized digital outputs
¢ Eight analog inputs (-5 VDC to +5 VDC)

The SDM3000 Advanced unit discrete inputs and outputs support can be expanded by
connecting up to six SDM3000 I/O Expansion RTUs.

It also includes the following ports:

one RS-232 (with flow control) or one RS-485 (selectable)
4 RS-232 (comm ports 1,3, and 4 with flow control)

1 Communication port to SDM3000 I/0 expansion RTUs
2 LAN ports (Ethernet, 10/100Base-T)

1 Console Port (Ethernet, 10/100Base-T)

* & & o o

Figure 2-16: SDM3000 Advanced Unit

MOSCAD RS-232 Multiplexer

The MOSCADe RS-232 Multiplexer (NFM R-MUX) is used to expand the
connectivity of a single SDM3000 RS-232 port. A multiplexer allows for one serial
session to take place at a time. Concurrent serial sessions are achieved only with
independent connections to unique SDM3000 serial ports. The RS-232 Multiplexer
unit is designed for 19-inch rack mounting.

The Multiplexer communicates with the following devices:

¢+ TeNSr/IMACS Channel Bank
+ Quantar Receiver
¢ Quantar IR

Two models of the MOSCAD® RS-232 Multiplexer are available.
+ Model F4558 (also known as R-MUX 1001) consists of:

o Default 1 IN to 8 OUT serial ports
> Up to 16 expandable output ports
> Expandable one Power IN to 2 OUT

+ Model F4568 (also known as R-MUX 1004) consists of:
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2.10

@

o Two default 1 IN to 4 OUT serial ports
o Up to 4 expandable 1 IN to 4 OUT serial ports
o Expandable one Power IN to 2 OUT

@ worenoia

Figure 2-17: MOSCAD NFM R-MUX

SDM3000 Builder Application

The SDM3000 Builder software is used to plan and configure the SDM3000 RTUs
and SDM3000 Network Translators in ASTRO® 25 sites. It is a Microsoft
Windows™-based software application that facilitates easy planning of your zones
and sites. Based on information you enter in the SDM3000 Builder screens, the
software calculates intersite and intrasite dependencies, such as defining the number,
order and connections of the CPU and I/Os in the SDM3000 unit, while taking into
consideration your equipment and needs.

The user builds the system level configuration (project) and installs it in the
SDM3000 unit. The project is organized in a hierarchical structure of zones and sites.
For each site, devices, objects, and MOSCAD equipment are defined. For each item
in the project hierarchy, identifiers and characteristics are defined and configured.

PRNM Suite Applications Overview

Motorola Private Radio Network Management (PRNM) suite applications
FCAPS is a Network Management model intended to maximize the available resources
and minimize system downtime and maintenance costs. It consists of five functional
areas: Fault Management, Configuration Management, Accounting, Performance
Management, and Security Management.
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Applications FCAPS Purpose

Application Launcher N/A A launch point for PRNM applications.
Using Application Launcher, you can open
one or more of the management applications
that you have permission to access.

System-Level Applications:

Software Download Configuration A tool that provides software upgrades to
specific devices.

System Profile Performance A tool that allows vou to track usage
at the system level. Shows the number
of applications open. who 1s using the
application, the number of available licenses,
and the processes of the open applications.

User Configuration Configuration,  The primary tool to configure and manage

Manager (UCM) Security radio network users.

System Historical Reports  Accounting, A tool that uses predefined reports to show
Performance data from archived mnformation. System

Historical Feports spans system level.

Zone-Level Applications:

Affiliation Display Performance A tool to monitor radio, talkgroup. and site
use. Affiliation Display spans zone, site, and
radio unit levels.

Air Traffic Information Performance A tool that allows to view radio events
Access (ATIA) Log Viewer occurring in the zone in a raw data format
from the Air Traffic Router Server (ATR)
application.
Dynamic Reports Accounting, A tool that provides predefined reports using
Performance data taken dvnamically from the database.
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Applications FCAPS Purpose
Zone Historical Reports Accounting, A tool that uses predefined reports to show
Performance data from archived information. Zone
Historical Reports spans zone, site, and unit
levels.
For details on the Custom
Historical Reports application,
refer to the Historical Reparts
manual.

Radio Control Manager Accounting, A tool that provides reports on radio activity.

Eeports Performance

Radio Control Manager Configuration, A primary tool used in controlling and

Security monitoring radio activity, which has
configuration capability in the Dynamic
regrouping feature. Radio Control Manager
spans zone, site, and unit levels.

Zone Profile Performance A tool to track usage at a zone level. It
shows the number of applications open,
who 1s using the application, the number of
available licenses, and the processes of the
open applications.

ZoneWatch Fault, A tool that monitors call processing resource

Performance assignments, including channels, sites, and

any hardware assigned to a call. ZoneWatch
spans zone, site. and unit levels.

Figure 2-18: Motorola PRNM Suite Applications
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UEM Description

Unified Event Manager (UEM) is an application that provides reliable fault
management services for the ASTROe 25 radio systems.
The main functions of the UEM are:

Device discovery
Fault management
Supervision
Synchronization

* & o o

The Unified Event Manager (UEM) is a fault management application designed for
critical fault management functions such as:

Processing fault notifications (SNMP traps or informs)

Detecting and reporting loss of communication with managed devices
Making sure that the status reported is up-to-date

Discovering single or all devices within a subsystem

Troubleshooting faults

Sending commands to network elements

* & 6 6 o o

The UEM presents the faults and, in general, the status of the network elements in the
following four views:

Alarms View

Maps View

Network Events View
Network Database View

* & o o

The UEM user accounts are managed within the application. You can set up system
partitions and assign management responsibility to one or more administrators. The
UEM also controls critical management operations invoked by operators within the
application.

The UEM provides the capability to manage devices securely (using the SNMPv3
protocol). The UEM can detect and report loss of fault notifications. It can quickly
update without constantly polling the devices. The UEM North Bound Interface
(NBI) supports notifications in the form of SNMPv3 traps to registered managers and
access to management data. The NBI uses SNMPv3 and the User-Based Security
Model (USM) to provide secure communication between the UEM and NMS.

Fault Management Overview

Fault management in the UEM application includes processing and presentation of
events sent by a network element in the form of an SNMP trap or inform.
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Failures in the network, network elements, and communication links can interrupt
routine activities. In such situations, the UEM reports events.

2.11.1.1 UEM Events

An event is a basic unit of management information that relates to an occurrence,
such as:

Initial discovery or rediscovery of an element
Status update of an element

Deletion of an element

Failure in an element

* & o o

Events form a repository of information for all the occurrences in the system. A UEM
event contains many attributes, including the managed resource impacted, the
associated entity or component, textual description, and the severity of the
occurrence.
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Figure 2-19: UEM Events

2.11.1.2 UEM Alarms

An alarm results from an event in a managed device or network element. It occurs as
a result of a pre-determined significant state (a failure or a fault) that may require user
attention. Alarms are raised within the UEM based on notifications from the network
element, or by the UEM to report failures associated with fault management
functions.
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Alarms can fall into the following general catagories:

+ Communication alarms
+ Equipment alarms
+ Quality of service alarms

Alarms across a network are commonly related to:

Resources that have failed
Connectivity issues
Devices malfunctioning
Threat assessment reports
SNMPv3 credentials failure

* & & o o

2.11.1.3 Severity Definitions

Alarms are assigned with severity levels, indicated by a severity color and an alarm
message. The action required depends on the severity of the alarm.

Severity Value Color RGE Value
CommFailure 1 (Highest Severity) Black 0,00
Critical 2 Fed 199,14.12
Major 3 Orange 199.149.10
Minor 4 Yellow 235,219.82
Warning 3 Cyan 4990201
Clear 6 (Lowest Severity) (Gresn 1918420
Info 7 White 221,220252
Unknown g Gray 181,181,181

Figure 2-20: Severity Categories

2.11.1.4 Event Category Definitions

Network Elements detect and report conditions that have caused or may cause an
interruption in their operation to the UEM. Such conditions may be related to
physical failures of the device. For example, the failure of a fan, or a channel going
out of service. The UEM may also report certain conditions that it detects within the
application or on the device. In all cases, the UEM inspects the condition reported
and categorizes the event.
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Description Condition

Attribute Value Changs Event  An important parameter value has changed.

Comnmnication Alarm A communication/synchronization loss or regain has been
detected.

Eguipment Alarm An equipment or link has failed or a previonsly reperted
failure has cleared.

Informational Event A condition that is important, but 1s not 2 failure at this fime.

Some informational events report conditions
that may cause a falure in the fumre. These
events are normally reported with a severity
higher than “Info’.

Management Event A condition has been detected and reported by the UEM
and related to a critical function of this application.

Quality of Service Alarm A service-impacting condition has been detected.
Security Vielation A credential mismatch condition has been detected by the
UEM.

Typically associated with devices that use SKMPv3 to
communicate with the UEM.

Figure 2-21: Event Category

2.11.1.5 Alarms Browser

The alarms browser can be invoked from the navigation tree (under Fault
Management). In the alarms browser, only the active alarm (that is the latest failure or
an event clearing a failure) for a device is displayed. Double-click any entry to open
the detailed view of the selected alarm. The Alarm Details window allows the UEM
user to perform the following functions:

¢ Assign/Unassign an alarm
+ Annotate an alarm
+ View the history of the selected alarm

2.11.1.6 Alarm Summary

Alarm summary is used to display the count of the total number of alarms organized
by categories and/or severities. It is positioned just below the navigation tree in the
main window. Each severity is represented in a single cell or graph, depending on the
presentation that is selected. The view is updated automatically and the counts can be
seen at all times, irrespective of the view that is currently open.
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The presentation of the alarm summary can be modified by clicking the buttons at the
top of the summary panel. Three different presentations are available:

+ Table view
+ Bar graph view
+ Pie chart view

2.11.1.7 Events Browser

The Network Events Browser can be invoked from the navigation tree (under Fault
Management). The Events Browser displays all the notifications received or
generated by the UEM, including the various properties related to events that are
raised against devices. You may double-click any entry to open the detailed view of
the selected event. A default of 50 events can be viewed on a single page. The page
length can be customized, with a maximum of 1,000 events shown on a single page.
The maximum number of events that can be held in the UEM database is 10,000.
The default sorting criterion for the Network Events Browser is the Date/Time. You
can sort the contents by any attribute by clicking the associated column heading.

2.11.1.8 Network Database Overview

The Network Database serves as an inventory view for the resources that are
currently present in the UEM database. By default, it displays certain critical
properties associated with these resources. Resources may be physical devices (for
example a repeater site controller), networks or logical entities (for example a Site).
The contents are presented in a tabular format with each row corresponding to a
resource. The default page size of this view is 25 entries, but it can be modified to
show more or fewer entries in one page.

The Network Database displays a status value for each resource. This value is
calculated based on the highest severity of the alarms that are currently outstanding
against the resource.
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Figure 2-22: Unified Event Manager — Network Database
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2.11.2

Performance Management Overview

The UEM can collect and plot statistical data. You can use the data to analyze
functions and performance of your system. The data collection for these statistics is
triggered 10 minutes after the server application startup time.

The following statistics are available for collection and plotting:

+ Host Resource Statistics
+ Ethernet Link Statistics

2.11.2.1 Host Resource Statistics

Selected devices support the following host resource statistics:

+ Processor Load: This graph shows CPU usage in percentage points at a given
time. The polling interval can be set according to your preferences. If multiple
CPUs are involved, the average value is presented here.

+ RAM Usage: This graph shows RAM usage in kilobytes at a given time. The
polling interval can be set according to your preferences.

2.11.2.2 Ethernet Link Statistics

2.11.3

The polling interval for Ethernet link statistics is set to 15 minutes by default. It can
be configured at runtime.

The Motorola Network Router (MNR) is the only device that supports Ethernet link
statistics. The following statistics are enabled by default for all Ethernet WAN IF
objects:

IPTD Average
IPTD Minimum
IPTD Maximum
IPDV Average
IPDV 99% Average
IPLR Loss Rate

* & & & o o

Discovery

In the UEM, discovery is adding devices and the logical resources associated with
them into the UEM database. When discovering the site, UEM attempts to discover a
pre-defined list of IP addresses, based on the network design of the system. Once the
devices are discovered, the UEM reads and stores critical parameters. It also
determines the current health (status) of the devices and their components. Then it
starts monitoring the connectivity (supervision) to the devices.
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2.12 Unified Network Configurator

2.12.1 Unified Network Configurator Overview

The UNC is an advanced network configuration tool that provides controlled and
validated configuration management of system devices. The UNC is a Motorola
central configuration management solution that includes the following tools:

.
14

VoyenceControl
Unified Network Configurator Wizards (UNCW)

The system devices that are managed using UNC include:

L R R SR R R R R R 2N JEE 2R 2N JER 2R R R 4

Zone Controller

Trunking Site Controller
Conventional Site Controller
Routers

Switches

Trunking Base Radios

Conventional Base Radio
Comparators

MCC 7500 Voice Processor Module (VPM)
SmartX Site Converter

Packet Data Gateways

Air Traffic Routers

Terminal Servers

Telephone Media Gateway
Reference Distribution Module
Conventional Comparators
Conventional Packet Data Gateways

2.12.2 Unified Network Configurator Features
The UNC has the following features:

*

Scheduled distribution — Determines the time and the day when the configurations
are sent to the devices.

Distribution monitoring — Indicates the status of configuration changes, whether
the change is in progress, completed, pending, or failed.

Change logging — Maintains an audit trail of various user interactions with the
configuration system to assist in diagnosing issues.

Configuration versioning — Tracks versions constantly for changes, provides the
ability to query configuration changes, and compare versions.

Rollback to previous version — Enables device configuration changes and
reinstates a previous version at the click of a button.

OS Management and Credential Management — Performs Operating System (OS)
management and credential management.
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+ Remote invocation of device commands — Enables adjusting device
configurations remotely by executing commands from an NM Client.

Generic Application

Server
I UCM Application I
T Zone Air Traffic Packet Data
I UNC Applications I Controllers Router Gateway
Ethernet Site Base SmartX Site Console's
LAN Switches Controllers Radios Gompaesiors POVSTS Converters VPMs

Figure 2-23: Functional Architecture of the UNC

The UNC features two software applications used to configure network devices:
VVoyenceControl and the UNC Wizards. The Network Management (NM) Client

launches either VoyenceControl or the UNC Wizard application through the Internet

Explorer Web browser. These applications are used to discover network devices,

manage configurations, and manage credentials.

The Discovery Wizards are used to manage site, zone core, and network devices.
Any configuration information obtained from the devices is pulled into the stored

configurations area of the UNC. The stored information can then be used to manage
changes. The updated configurations can be sent (pushed) to the device.

UNC
Stored Discovery New
Configurations Wizard Configuration
4 Discover
Devices
Pull Network Push
Configuration Device m

Figure 2-24: Configuration Management by the UNC

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

City of Durham, North Carolina
Project 25 Upgrade

System Description

2-45



2.12.3 UNC Graphical User Interfaces

There are two Graphical User Interfaces (GUIs) that manage configuration:

+ VoyenceControl
+ Unified Network Configurator Wizard

VoyenceControl Graphical User Interface
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Figure 2-25: VoyenceControl Dashboard
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The navigation tree on the left side of the Dashboard allows you to access the Astro

25 Radio Networks folders.

Folder Content

Networks The Astro 25 Radio Network folder stores all of the
configuration information for your system.

Favorites Stores views, screens, and reports that you "bockmark” for
frequent reference.

Devices Stores all network devices configured within the system.

Sites Stores physical representations of devices within the system.
Sites use locations to reflect the orzamzation of devices on
your network.

Views Stores groupings of operational network devices.

Workspaces Stores developmental "sandboxes” for device configuration

changes.

Figure 2-26: Navigation Tree Folders

By selecting Tools on the menu bar, you can open the Schedule Manager,
Automation Library, OS Inventory, and other VoyenceControl tools. Once a tool is
selected, it appears as a tab on your dashboard.
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Figure 2-27: VoyenceControl Tools Menu
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2.12.3.1 View-Based and Site-Based Navigation

The UNC efficiently segments the management of devices in the network by using
Folders and Views. They allow you to implement and manage device containers
within your network in a way that it best reflects your management needs.

Views have no relationship to one another, as they contain flat and sometimes
unrelated groupings of devices. As such, views have no relational hierarchy in a
network. However, for organizational purposes, views are maintained in a folder
structure within a network. When creating a view of a device, there is no dependency
on site type, logical connections, or physical location. A view allows you to select
desired devices and group them. Views have no dependency on other folders used for
navigation. Any specific device can appear in multiple views.

The UNC maintains the site content by displaying the first-level nodes under the Sites
as Zones. All of the zone core devices exist there. Also, the zone consists of sites. The
sites contain all of the site and subsite equipment (for multi-site systems).

Sites have parent/child hierarchy relationships. A physical representation of a site
shows the relationships within the site hierarchy. A logical connection indicates the
connection between devices and sites, regardless of the hierarchical layout. The
following are the characteristics of sites:

+ Each network has a single-site hierarchy.

+ A device can exist only in a single site.

+ All information entered into a higher level site is propagated to the lower tier
sites, for example, contact and address information. When inherited by subsites,
this information can be overwritten.
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Figure 2-28: UNC Site Relationship
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UCM Overview

The User Configuration Manager (UCM) is a Microsoft Windowse based Private
Radio Network Management (PRNM) Suite application. The UCM is used during the
configuration of the system. It is also used to modify configuration parameters. To
configure the system, both the UCM and the Unified Network Configurator (UNC)
are needed.

With the UCM, you can:

+ Configure system-level parameters for call capability, including the Consoles,
Adjacent Control Channels (ACCs), and InterZone control paths. You can
configure system-level parameters for the master site, such as the parameters for
home zone mapping and sub-band restricted 1D mapping.

+ Configure console users, radios, radio users, talkgroups, multigroups, agency
groups, and Broadcast Data Agencies.

+ Configure security access for users in the system.

+ Configure the type of ZoneWatch windows that you want to monitor. Create at
least one watch profile before you can start ZoneWatch.

+ level zone objects such as MGEG Application Platform, Aux1/O Configuration,
Console Site, RF Site, Conventional Site, and Interconnect Subsystem.

+ When you initially configure or changes the UCM, the configuration information
is updated on the User Configuration Server application (UCS).

The User Configuration Manager main window is the primary interface for the UCM
application.

The UCM main window contains a list of object classes and objects used to enter and
maintain system-level and zone-level configuration information. The following is a
list of object classes in the User Configuration Manager main window:

+ System Configuration - an object class containing objects and configuration
parameters for the infrastructure of the system.

¢ Consoles - an object class containing objects and configuration parameters for
consoles.

¢ Subscribers - an object class containing objects and configuration parameters for
radio users, talkgroups, and Broadcast Data Agencies.

¢ Security - an object class containing objects and configuration parameters for
management application users and security groups.

¢ ZoneWatch Configuration - an object class containing objects and configuration
parameters to define how data is displayed and accessed in the ZoneWatch
application.

+ Radio System Infrastructure - an object class containing objects and
configuration parameters for high-level zone configuration.
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2.14 ZoneWatch Description

ZoneWatch is an application that lets you monitor radio call traffic for an individual
zone in real time. This application uses different Watch Windows that allow you to
display only the information you want to see.

Examples of trunking activity and radio call traffic displayed in the Watch Windows
include the following:

Radio IDs

Talkgroup IDs

Aliases

Specific call information

Channel and time slot (TDMA) assignments

* & & o o
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The ZoneWatch application monitors all radio call activity by pulling trunking
information from the Air Traffic Router (ATR) server application, which receives
updates from the Air Traffic Information Access (ATIA) stream distributed by the
zone controller.

ZoneWatch also receives fault information relating to repeater sites, console sites,
and the zone controller from the Unified Event Manager (UEM).

ZoneWatch uses different types of Watch Windows to display zone, site, talkgroup,
and radio information for a specific zone. The different window profiles, which
contain window definitions and filters, define how to display the information and
how to apply limits to the type of data that you can view. The following are examples
of the types of information that you may choose to view:

¢ Activity in a Zone

You can open ZoneWatch to monitor radio call activity within a zone. You can see
constantly updated information on who is using the system, where the radio users are
located, what infrastructure resources are being used, and any significant changes in
system usage.

+ Message Type

Information is displayed by one or any combination of two types of messages: Secure
and Emergency.

+ Raw Data

A Raw Data filter allows the selection or exclusion of information. The data that is
selected for inclusion is displayed as raw data (no formatting).

+ Site Information

A site filter object allows you to specify the site that you want to monitor. The site
selection must consist of a site within the same zone as the ZoneWatch. The site filter
essentially limits the view to only a specific site in a zone. You can, however, have
other windows open to show information from other sites in the zone. You can have a
maximum of 20 ZoneWatch windows open at any time on the workstation. Typically,
you use between 4 and 8 open windows to monitor the radio call traffic on the
system.

+ New Resources

Restart ZoneWatch each time you add radios and group resources to the system. As
these resources generate radio call activities, ZoneWatch displays the activity

information.
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2.15
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Monitor the Multisite Screll Watch Window for information about radio call activity within the zone.
The Watch Window utilizes a scrolling display that shows trunking activity for the zone.

Figure 2-32: ZoneWatch Multi Site Scroll Watch Window

bttt —g |

Figure 2-33: ZoneWatch Channel Grid Watch Window

Zone Controller

The zone controller is a software application that provides centralized control for call
processing and mobility management functions in an ASTROe 25 system. The zone
controller application is responsible for processing calls, managing audio paths,
controlling zone infrastructure, and providing services to subscribers and dispatch
consoles.

The zone controller application resides on a Generic Application Server.

The zone controller can operate in a standalone configuration or a redundant
configuration. In a standalone configuration the zone controller communicates with
other components in the system through a Local Area Network (LAN) switch
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2.15.1
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installed at the zone core of an ASTROe 25 system. In a system with redundant zone
controllers, the LAN switch is used to switch system resources between the zone
controllers and provides high availability call management within the zone. While
both zone controllers are powered and enabled at the same time, only one is actively
participating in call processing tasks at any one time.

The redundant zone controller configuration provides protection against a single point
of hardware or software failure that results in the loss of wide area trunking until the
zone controller is repaired or recovers automatically. The redundant zone controller
remains in the standby state as long as the active zone controller does not report a
malfunction that causes a switchover.

Wide area trunking is the normal operating state for each site in the system and
provides subscribers with the capability to communicate with members of their
talkgroup regardless of site location. The zone controller provides control information
that allows the system components to set up call processing and audio routing.

Redundant Multi-Zone Configuration

A Redundant multi-zone system supports up to seven zones along with all the
Network Management applications. Two redundant zone controller applications
along with the ZDS, ATR, UEM, and ZSS NM applications are used at each zone.
The System Statistics Server (SSS) is optional in this configuration. The SSS, UNC,
and UCS NM applications reside on system level servers.
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Figure 2-34: Redundant Multi-zone Configuration

2.15.2 Zone Controller Function

In an ASTRO 25 system, the zone controller is used to process system-wide
commands for call processing, mobility management, data transactions, and some
network management functions. The zone controller communicates with the gateway
routers through the zone core LAN switch by establishing an IP session to each

router.
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2.16.1
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GTR 8000 Expandable Site Subsystem

The GTR 8000 Expandable Site Subsystem is an integrated open rack or cabinet that
consist of GTR 8000 Base Radios (transceiver module, power amplifier module, fan
module and power supply module for each transmission channel). The GTR 8000
Expandable Site Subsystem may also contain GCP 8000 Site Controller modules,
XHub modules, or GPB 8000 Reference Distribution Modules (RDMs), and optional
RFDS equipment. This configuration provides a major advantage in terms of reduced
site cabling and costs. All the required connections between the base radios and the
site controllers, XHubs, or RDMs are contained in the backplane; whereas individual
units mounted in a 19-inch rack or cabinet require external cabling. Also, the site
controller, XHub, or RDM modules in a GTR 8000 Expandable Site Subsystem do
not have a power supply of their own, but draw power from the base radio power
supply modules.

Each GTR 8000 Expandable Site Subsystem cabinet contains a maximum of either
five or six base radios, depending upon the system configuration. Additional GTR
8000 Expandable Site Subsystem racks or cabinets can be added to increase the
number of channels at a site. The base radio's transceiver module includes the
functionality for the exciter, receiver, and station control. The base radio software,
configuration, and network management, as well as inbound/outbound traffic
handling, are performed through the control section of the base radio's transceiver
module. On-board serial and Ethernet ports are located on the transceiver's module
for local servicing through Configuration/Service Software (CSS) and the Unified
Network Configurator (UNC). The power amplifier module amplifies the low-level
modulated RF signal from the transceiver module and delivers the amplified signal on
the path to the transmit antenna. The power supply module supports the transceiver
and power amplifier modules. Radio Frequency Distribution System (RFDS)
provides the interface between the transceivers and the site antennas and between the
power amplifier and the site antennas. Each transceiver has an Ethernet connection to
the site controller, XHub, or RDM modules.

Supported System Configurations

The GTR 8000 Expandable Site Subsystem is available in the following system
configurations:

Trunked High Performance Data (HPD) Site
ASTRO 25 Repeater Site (trunked IV&D)

IP Simulcast Remote Site (trunked IV&D)
Circuit Simulcast Remote Site (trunked IV&D)
Centralized Conventional Architecture

* & & o o
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2.16.2

2.16.3

2.16.4

&

Supported Frequencies for Trunked IV&D and ASTRO 25
Conventional Operation

The GTR 8000 Expandable Site Subsystem is available for 12.5 kHz operation in the
following frequency bands:

700, 800 MHz

UHF R1 (380-435 MHz)
UHF R2 (435-524 MHz)
VHF (136-174 MHz)

* & o o

Overview for a GTR 8000 Expandable Site Subsystem in
a Trunked Repeater Site

The GTR 8000 Expandable Site Subsystem in a repeater site is set up in a single
trunked site, with one active control channel and a number of voice channels at the
site. If packet data services are supported at the site, a number of voice channels can
be configured with packet data channel capability. Voice traffic is routed from each
of the base radios to the system for distribution to other sites and is repeated by the
base radios to support other local subscribers. However, data traffic is routed to the
site controller. The site controller routes these packets upstream to the zone controller
for further processing and routing.

GTR 8000 Expandable Site Subsystem for Trunked
Repeater

The GTR 8000 Expandable Site Subsystem is an integrated cabinet or open rack with
site controller, channel equipment, and RFDS equipment, which is available for
most frequency bands. For repeater site operation, the cabinet/rack includes the
following components:

+ Redundant site controller modules

+ Up to six trunked transceiver modules

+ Up to four conventional transceiver or receiver modules

+ Up to six power amplifier modules (not necessary for conventional Rx only BRS)

+ Up to six power supply modules

+ RFDS equipment for the transmit (Tx) and receive (Rx) paths

+ GGM 8000 Gateways (optional)

+ Junction panel, for connection to other devices at the site, such as site gateway(s),
Rx and Tx antennas, and optional MOSCAD Network Fault Management.
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The site controller modules, transceiver modules, and power amplifier modules are
arranged in the slots of the cabinet/rack. Each transceiver, power amplifier, and
power supply represents a channel in the subsystem. The GTR 8000

Expandable Site Subsystem supports up to 28 channels. Therefore, a maximum of six
transceivers, power amplifiers, and power supplies may be installed in the
cabinet/rack with a maximum of six cabinets/racks. Any expansion cabinets/racks
attached to the prime cabinet/rack use XHubs instead of site controllers.

The active site controller module communicates with the channels and sends status
messages over the backplane of the GTR 8000 Expandable Site Subsystem chassis.
The standby site controller module passively monitors status messages on the
backplane to determine whether the active site controller is still operational.

Various messaging and signaling across the backplane includes inbound/outbound
traffic flow, frequency reference and synchronization signaling, network management
traffic, and status/failover related messaging. A bank of power supplies along the
bottom of the cabinet/rack supply power to the modules. The cabinet/rack is supplied
with up to six AC power connections. DC power or backup batteries can also be
connected. The rack can run on a combination of AC power and backup battery
power, while continuing to charge the backup batteries. Installation and replacement
for all the modules in the rack is accessible through the front of the rack.
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2.17 MCC7500 Console Sites — Architecture Overview

A console site in an ASTROe 25 radio communication system is identified by the
location of dispatch console equipment (dispatch console position and/or Archiving
Interface Server - AIS) in various system configuration architectures. The term
“dispatch console subsystem” is often used to identify a combination of equipment
directly supporting console operations which might include the dispatch console
position, AIS, Aux I/O Server, a router and/or gateway transport and interface

equipment.
Archiving
Dlspa.t.cher Interface
Position
Server
aux o S
Server Gateway
Figure 2-38: Key Components of Console Sites
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Figure 2-39: Remote MCC 7500 Dispatch Console Subsystem with
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2.18

2.18.1

Remote Console Sites (Without Path Diversity)

A remote MCC 7500 console site is a site that is remote from the zone core. A remote
console site not utilizing path diversity interfaces to the core through the WAN
switch/Cooperative WAN Routing (CWR) using a single remote console site router.
Like an RF site, a remote console site has two logical connections to the zone core.
Each connection connects to a different core router.

MCC 7500 Dispatch Console with VPM Overview

The MCC 7500 Dispatch Console is a Mission Critical IP command and control
solution designed to provide optimal quality audio and reliable communication. A
dispatch console or “console position” interfaces directly to the IP network to support
communication and administration activities for trunked and conventional radios.
Each console operator can be setup to monitor talkgroups, multi-groups, and channel
resources. Additionally, the MCC 7500 console can be established to provide end-to-
end voice encryption for secure communication, priority handling of emergency calls,
and Agency Partitioning depending on your system architecture and system
implementation.

Console Site Architectures

A console site in the MCC 7500 Dispatch Console subsystem can have one or more
console operator positions. The location of the dispatch console, the system
architectures it supports and customer requirements determine the equipment
included at a console site. The console site can be found in one of the following site
architectures:

Console Site - co-located at a Master Site

Remote Console Site - co-located at a Conventional RF Site
Remote Console Site

Remote Console Site at a Distributed Conventional Hub Site in a
Conventional Subsystem

* & o o

Console sites are designated as co-located or remote based on how they interface to
the masterSite (zone core). A console site is considered co-located if the site’s
Ethernet LAN switch is connected directly to a port on one of the master site LAN
switches. Up to four console sites can be co-located at a master site that includes two
master site LAN switches.

Remote Console Sites require a console site router or Site Gateway device and are
connected to the zone core through a Wide Area Network (WAN) link. Large control
rooms with many dispatch consoles may be divided into two or more console sites to
support performance and availability requirements.
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2.18.2

2.18.3

Dispatch Console Subsystem

A Console Site can contain various Dispatch Console Subsystems each consisting of
various different components depending on the console site architecture and features
purchased. Dispatch console operator positions can share some of the subsystem
equipment at a console site. A Dispatch Console Subsystem could contain any of the
following equipment:

+ MCC 7500 Dispatch Console Operator Position (a Windows-based platform)

+ Voice Processor Module (VPM) for each operator position — Interface to
peripheral equipment

+ Peripheral Equipment: Speakers, Microphones, other peripherals

Archiving Interface Server (AIS) — interface support for the console and logging

equipment

Logging Recorders and Replay stations — for audio and information archiving

Aux I/O Servers — an interface external components with the console

Ethernet LAN Switch — Remote Console Site

Site Router or Site Gateway devices (for a Remote Console Site)

* & o o

Equipment at a remote site that would not be considered part of the dispatch console
subsystem but might be co-located with the dispatch console subsystem could
include, but may not be limited to, the following:

Network Time Protocol source

Conventional Channel Interface devices (routers or site gateway devices)
Conventional Base Radios

+ Conventional Site Controller

> & o

Each Console Operator Position has a dedicated VPM which interfaces to the
Ethernet LAN Switch at the console site. Additionally, if the Audio Logging is
implemented, the Archiving Interface Server (AIS) also has a dedicated VPM. The
VPM provides all the audio processing services and encryption/decryption services
for the VPM-based dispatch console and the AIS which includes the following:

+ Vocoding services capable of supporting AMBE and IMBE

+ Audio processing services - capable of supporting audio level adjustments,
summing, filtering, and multiple, simultaneous audio streams.

+ Encryption and decryption services - Capable of supporting multiple
simultaneous encryption/decryption sessions using multiple algorithms and
multiple secure keys.

Dispatch Console — Operator Position

The MCC 7500 Dispatch Console consists of a Motorola-certified tower PC with
built-in LAN connection, a monitor, and the operator interface.
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The computer used in the MCC 7500 Dispatch Console Operator position uses the
Microsofte Windows Vistae Business edition Operating System and Motorola
software to provide call processing services through a graphical user interface (GUI).
The MCC 7500 Dispatch Console includes a suite of Application Programming
Interfaces (APIs that may be used by third-party companies to interface Computer-
Aided Dispatch (CAD) systems, Non-Motorola dispatch consoles, or other devices
with the Motorola radio system.

——

Figure 2-40: Dispatch Operator Position

2.18.4 Voice Processor Module (VPM)

The Voice Processor Module (VPM) is a device that combines the functions of a
voice card, encryption card, and a general purpose input/output module in an MCC
7500 Console subsystem. The VPM provides the necessary interfaces to connect
analog devices to the MCC 7500 digital console and it is responsible for audio
routing between the dispatch operator, peripherals, and the local network. It contains
both digital and analog (audio) circuits to support the secure and clear voice
processing.

The low-profile VPM can be rack mounted, console furniture mounted or placed on
the desktop. The VPM communicates with the console operator position computer
over Ethernet. The VPM can be up to 100 Meters (328 feet) from the Ethernet switch.
This allows the operator position computers to be installed in a separate computer
room and the VPM to be at the operator position.

MOTOROLA

Figure 2-41: VPM Front View
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2.18.5

2.18.6

MCC 7500 VPM Peripherals
MCC 7500 VPM works with the following peripherals:

One desktop microphone

Two headset jacks

Eight desktop speakers

One logging recorder

One radio instant recall recorder
One telephone instant recall recorder
One external telephone set

One external paging encoder

One footswitch

One generic transmit audio input

* & 6 6 6 O O o oo

Desktop Speakers

The VPM can support up to eight speakers. Each speaker on a dispatch console
contains unique audio. That is, an audio source cannot appear in multiple speakers at
a single dispatch console.

Figure 2-42: Desktop Speaker

The speaker is a self-contained unit that is placed on a desktop, mounted in a
rack/furniture, mounted on a wall, or mounted on a computer monitor. It contains an
amplifier that provides a maximum of 2 Watts of power. The VPM provides power
for the speakers through its interconnecting cable. A mounting bracket is included
with the speaker. The speaker is designed for use near computer monitors.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

System Description

2-67



2.18.7

The speaker provides the user with a continuous volume control. This serves as a
master volume control for all the audio that appears in the speaker. When the user
adjusts this volume control, all the audio in the speaker is increased or decreased by
the same amount. The speaker is configured to provide either full muting or a fixed
level (determined by the hardware and not user adjustable) when its volume control is
set to its minimum level. The cable supplied with the speaker contains one end with
two of the pins shorted together. When plugged into the speaker, this end causes the
minimum volume to be set to full mute. If the other end of the cable is plugged into
the speaker, the minimum volume is set to the minimum level.

Desk Microphone

The VPM is capable of supporting a desktop microphone. The desktop microphone
contains a microphone cartridge on a flexible shaft and two buttons in its base. One
button controls the General Transmit feature. The other button controls the Monitor
feature.

Figure 2-43: Gooseneck Microphone

The desk microphone is permanently fastened down, or it is left loose so the dispatch
console user can pick it up while using it. The 18—inch long, flexible shaft allows the
base to be placed behind a keyboard or writing area and still be able to position the
microphone head within a few inches of the speaker’s mouth.

If a desk microphone is connected to a dispatch console while no headsets are
connected, the desk microphone is active whenever any transmit function is active.

If a desk microphone is connected to a dispatch console while one or two headsets are
connected, the desk microphone is only active during a transmit function if its
transmit button is pressed. This prevents the desk microphone from picking up
unwanted background sound while the dispatch console user is using a headset to
transmit.

The microphone head is compatible for use with CRT monitors.
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2.18.8

2.18.9

Footswitch

The VPM can support a single footswitch, which can contain either one or two
pedals:

+ If afootswitch with one pedal is used, the pedal controls the General Transmit
feature.

+ If afootswitch with two pedals is used, one pedal controls the General Transmit
feature and the other controls the Monitor feature.

The footswitch allows users to operate these features with their feet so their hands are
freed for other tasks. If desired, the footswitch is permanently fastened to the floor.

Figure 2-44: MCC 7500 Footswitch

Instant Recall Recorder Port (for Radio)

The Instant Recall Recorder (IRR) port (for radio) allows an instant recall recorder to
be connected to a dispatch console. The port provides an RJ45 connector with a 600
Ohm analog audio output containing the receive radio audio on the selected channels.
Tones generated by the dispatch console (For example, emergency tones, callback
tones, and busy tones) are not included in the audio output. In this way, they do not
interfere with a dispatch console user’s ability to understand the voice audio that is
recorded.

No playback speaker input or recording control line output are provided on the port.
Generally, the third-party instant recall recorder provides these functions.
Short-term, console-specific audio recording is a mechanism used to record a portion
of the inbound audio present on a specific dispatch console and make it readily
available to the dispatch console user. This recorded audio is retained by the
recording system for a short period of time (typically about 60 minutes) and is easily
played back by the dispatch console user, which allows the dispatch console user to
replay received audio that might have missed.

2.18.10 External Paging Encoder Port

The External Paging Encoder Port feature allows an external tone paging encoder to
be used with a dispatch console to provide tone paging services. Paging tones
generated by the encoder are transmitted by the dispatch console on the selected
conventional radio resource(s). If a user wants to send paging tones on an ASTRO®
25 Conventional channel, an external paging encoder is required.
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This feature has an RJ45 connector with an analog 600 Ohm audio input to which the
paging tones are applied. A Paging Push-to-Talk (PTT) input enables a dry contact
closure to be applied that indicates when the dispatch console should transmit the
tones on the radio channel(s).

When the dispatch console sees the Paging PTT input go active, it transmits the audio
appearing at the audio input on the selected conventional channel(s). If PL Stripping
is enabled on a conventional channel, the PL is stripped when the paging tones are
transmitted. No de-emphasis filtering is performed and no talk extend is provided
with externally generated tones. Generally, the external paging encoder provides
these functions.

2.18.11 Local Logging Recorder Port

The Local Logging Recorder Port allows an external logging recorder to be
connected to a dispatch console. The port provides an RJ45 connector with a 600
Ohm analog output. The audio that appears on this output is configured and is
typically the audio that is transmitted and/or received at that dispatch console.

The configuration of audio presented at this port is tied to the physical dispatch
console, so that no matter what user is logged on the dispatch console, the same type
of audio is logged. This configuration is done as part of configuring the dispatch
console at the radio system’s network manager. The local logging recorder port is
configured to log any combination of the audio sources listed below:

+ Audio received from the currently selected radio resources. The level of this
audio is not affected by either the individual volume setting of the radio resource
or the master volume control on the speaker or headset jack.

+ Microphone audio being transmitted to the currently selected radio resources by
the operator.

+ Microphone audio being transmitted to unselected radio resources by the
operator.

+ Any tones generated by the dispatch console that appear in its speakers, such as
trunking tones and emergency tones.

+ Tones generated by an external paging encoder.

Long-term, console-specific audio recording is used to record a portion of the
inbound and outbound audio present on a specific dispatch console. This recording is
usually done by providing a logging port at the dispatch console and wiring that port
to a track of an audio recording device. These recordings are typically archived for
long-term storage and provide a historical record of the Radio Communications made
at a given dispatch console.
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2.18.12Headset Jacks

The VPM is capable of supporting up to two headset jacks. A headset jack allows a
dispatch console user to use a headset while operating the dispatch console. The
headset jack supports headsets that use either PJ7 (6-wire) or PJ327 (4-wire) long
frame connectors. 6-wire headsets have a PTT button while 4-wire headsets do not
have a PTT button. The headset jacks ship from the factory configured for 6-wire
headsets. If 4-wire operation is desired, changes must be made inside the headset jack
box depending on the version of the headset box.

Figure 2-45: Headset Jack

The headset jack contains two volume controls:

+ For adjusting the level of received radio audio
+ For adjusting the level of received telephone audio

A small dimple is molded into the headset jack housing near the telephone volume
control so a dispatch console user can tell them apart without having to look at them.
The headset jack allows users to use headsets, which both decreases the ambient
noise in a control room and reduces the effect of any ambient noise on dispatch
console transmissions. This improves the quality of the audio being transmitted from
the control room and allows the dispatch console users to hear received audio more
clearly.

When a headset is plugged into a headset jack, the selected receive audio is typically
removed from the speaker(s) and routed to the headset earpiece.

If a telephone set connected to a dispatch console external telephone port is taken off
hook while a headset is connected to a dispatch console, the selected radio audio is
removed from the headset earpiece and routed to the appropriate speaker(s). The
received telephone audio is routed to the headset earpiece. The headset microphone
becomes live and its audio is routed to the external telephone set. This allows a
dispatch console user to talk and listen on the telephone set in a hands-free full-

duplex mode.
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The headset jack is mounted either underneath a writing surface or on top of a writing
surface. The headset jack is designed with a low profile and rounded edges to
minimize “knee banging” when mounted underneath a writing surface.

2.19 MCC7500 Elite Dispatch Position

2.19.1 Elite Dispatch Main Window
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Dispatch Window Elements
1 Title Bar Shows the name of the configuration currently open.
2 Menu Bar Displays the menus available in Elite Dispatch. See Elite
Dispatch Menu Options for more information.
3 Toolbar Toolbars display shortcut buttons for commonly used menu

items and features. Toolbar contents are configured by the
Administrator. See Toolbar for more information.

4 Folder Tabs The rescurces in a configuration are grouped into folders to
simplify desktop organization. Resources in the selected folder
appear on the deskiop. To select a different folder, choose its
folder tab. Only one folder can he selected at a time.
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5 Compressed
Resource
(expanded)

[ Compressed
Resource

7 Auxiliary 1/0s or
Auxio Resources

B Activity Log

k] Status Line

10  VU-Meter

11 System Status
Indicator

12 Event Display
Window

13 Expanded Radio
Resource

14  MultiSelect/Patch
Group Window

VU-Meter

When the operator clicks the drop-down arrow of a
compressad resource, a flap is displayed which shows all the
features of the resource.

To conserve scresn space, s0me resources may be
compressed. They can be expanded using the drop-down
arrow on the compressed resource.

These allow control of an external device (such as a door, light
or alarm) monitared by the control center and display its status,
usually on/off or open/close.

Lists the most recent calls received at the console. This is an
opticnal display which can be disabled by the Elite
Administrator. If enabled, the dispatcher can elect to show or
hide the Activity Log.

Displays status and error messages. To see a list of the most
recent messages, select the down arrow to the right of the
status line. To close the list, select the arrow again.

Appears in the status line and indicates the audio level of
incoming or outgoing audio transmissions.

Appears in the lower right-hand corner of the Elite desktop if
there is a change in system status. Ses System Status
Indicator for more information.

Lists events received at the console. This is an optional feature
which is configured by the Elite Administrator. If enabled, the
dispatcher can elect to show or hide the Event Display window.

A resource that is set up to always display all features. Itis
locked so that the set of displayed features cannot he
compressed by the dispatch operator.

Displays the Multiselect iMsel) and Patch folders associated
with the selected configuration, and lists the resources in the
currently selected Msel or Paich folder. If the Msel aor Patch
folder includes a lock icon, the resources included in the
group cannot be edited by the Dispatch operator.

Figure 2-46: Elite Dispatch Main Window

The VU-Meter feature on the Dispatch Console provides a visual indication of audio
input/output levels. Using the VU-Meter, a Dispatch user can adjust the volume of
the speakers or reposition the microphone for optimal audio levels.
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2.19.2 Radio Resource Window

Radio resource windows can be viewed two ways: Expanded View or Compressed
View. When a resource is compressed, a small arrow button next to the resource
header allows you to expand the window. A resource that has been added to a folder
in its expanded mode has no arrow button because it always displays all resource
feature buttons.

Radio resource windows are configured in the Elite Admin application. The
appearance of radio resources in your system may be different, depending upon the
features and the arrangement determined by the Administrator.

An example of a radio resource window in expanded view is shown on the following

page.
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Insiant Transmit

[

Voume Control

“

Three.ine Display

4 Stack

Mo Hep Text
Instant Transmit
Button

Volume Control

Three-line Display

Stack

Micro Help Text

Resource Header

Resource Feature
Buttons

= Regource Header 8

Z1CONV_01_000
; Kelly
Normal Priority

I Rezourca Feature 7
Buttons

Kelly
Freq2
Yolume=5

Press and hold this button to send an Instant Transmit to the
resource. Changes to red during transmission.

Slide control to increase or decrease the volume of the
resource's audio. Adjust by dragging the button left or right.

Optional panel on the radio resource and configured by the
Administrator. Up to three lines of information specific to this
resource can he displayed.

Displays incoming calls to this resource. Calls are listed in
chronological order with the newest entry at the top of the list.
See the section "Using the Stack” for more information.

Brief descriptive text displayed as a user moves the mouse over
a hutton or feature on a resource window.

Displays up to three lines of information. First line is always the
radio name. Lines 2 and 2 are optional and configured by the
Administrator.

Features available for use with a radio resource can he
accessed quickly by clicking on the feature buttons included in
the window. Features are assigned 1o resources by the
Administrator. To review all the feature buttons, see Radio
Resource Features.

Figure 2-47: radio resource window in expanded view
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Compressed View

To conserve space on the screen, some resource windows can be displayed in their
compressed mode. Although compressing resource windows allows the user to fit

more on the screen, it also hides some information. Resources that have the ability of

showing or hiding more information have an arrow button located in the resource

header.
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Figure 2-48: radio resource window in compressed view
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Radio Resource Features

Features available for use with a radio resource can be accessed quickly by clicking the feature
huttons included in the Radio Resource window. The features for each resource are configured in
the Elite Admin application. The following table describes the feature buttons available in Elite

Dispatich console.

Button

Channel Marker

[y

AA

Feature Name

Emergency

Transmit Mode

Call Alert

Frivate Call

Yolume

Stack

Three-line Display

Friority Select

Repeat
EnabledDisabled

m Motorola Confidential Restricted
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Description

Allows the Dispatch operator to guickly respond to
an emergency call. When clicked, this button
displays the Emergency Quicklist on the operator's
console.

Allows the Dispatch operator to select the transmit
mode used for outbound fransmissions on a
specific resource.

Feature which provides an indication on the
console position or radio that a call is requested
with a specific unit.

Feature usad to establish private communication
hetween a console position and a radio.

Yolume control on a resource so the Dispatch
operator can adjust the audio volume for the radio.

A mulii-line stack which displays incoming calls on
a resource. The lefi-hand column displays the alias
ar ID of the initiating radio, the right-hand column
is configured by the Administrator.

A three-line display on the resource which may be
a feature or text. Content on each line is
configured by the Administrator.

Toggle this bution to switch between Normal
Friority {green) and Tactical Priority (red) far this
resource. A dispatch operator may use this feature
to assign a higher priority, giving the resource a
hetter chance of gaining communication access
during a repeater busy scenaric. Only emergency
calls have a higher priority than tactical.

Toggle this buttion to allow the audio received from
the base station to he repeated to other subscriber
units or whether those received calls will only be
heard at console positions.
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Freq2 R

LN

] ]

Freqguency Select

Secondary
Receiver
Muted/Unmuted

Femote Monitor

Radio Check

Fadio
Enable/Disable

Status Request

YVoice Sel Call

Channel Marker

Available/Activated
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If @ resource is equipped with mulliple frequencies,
the desired frequency can be selected from the
frequency select drop-down list.

Some radios are equipped with a talkaround
switch that allows them to transmit to each other
without going through the system repeaters.
Consoles may have a secondary receiver tuned to
the talkaround frequency, allowing the operator to
hear talkaround conversations at the console.

The Mute Secondary Receiver feature allows the
operator to mute the receiver tunad to the
talkaround frequency so talkaround conversations
cannot be heard at the console.

Remaotely command a radio to key-up its
microphone and transmit for a short period of time.
Itis a listen-only mode and the radio shows no
indication that it is transmitting. The feature is used
if @ radio is stolen or if the user is not responding
o calls.

Check if the subscriber unit is functioning on a
resource, without causing interruption to the
specific unit. It can be used as a routine preventive
maintenance check or as a specific action, when
the operator has some reason to doubt the
availahility of the unit.

Enable or disable the subscriber unit remotely. It
can be used to disahle a stolen or lost unit or to
enable a previously disabled unit.

Remaotely interrogate a subscriber unit and obtain
its cumrent status.

Communicate with a single console or radio unit
without having other units on the same channel
listening to the conversation. It eliminates the
annoyance of users having to listen to traffic that
has nothing to do with them.

Activate a channel marker button on a resource to
identify a channel as priority and to warn non-
critical radio users not to transmit. All parallel
Dispaich consoles will see an activated channel
marker and any operator position can deactivate it

A single operator position is permitted to activate
up to 20 channel markers.
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B ©

Frivate Line Select

External Controller
Enabled/Disabled

Cuthound Secure
Key

Wildcards | and [l

MainfAlternate
Channel control

Channel-
associated Public
Auxiliary 11O

Resource not
available indicator

Resource partially
available indicator

If a resource is equipped with Private Line
capability, the desired Private Line can he selected
from the drop-down list.

Known as "Takeover”, this feature allows an
aperator to take over or cease the communications
heing initiated from a remote console. The
Takeover Switch inhibits or permits the circuit used
lyy these remote positions to communicate with the
system. By default, the circuit allowing the remaote
console to operate is enabled.

Available for digital conventional resources only.
Allows a Dispatcher to select from a list of
encryption keys for secure transmission.

Similar to the Auxiliary 'O controls, Wildcards can
he used to toggle the state of an external confrol at
a base station.

Allows a Dispatcher to choose which channel is
active for a conventional site. The MainfAlternate
hutton may appear on the resource in one of three
states: Main channel active, Altemate channel
active, Main/alt state Unknown. (The default
hutton states are shown here.)

An Auxiliary 'O button may appear on the
resource in ong of three states: Inactive, Active, or
Unknown. (The default button states are shown

herz ) If the Aux /O is safety-protected, a @ icon
appears at the top left side of the Inactive state
button.

The resource status feature is used o inform the
aperator of the availability of a resource. When the
resource becomes fully functional, the indicator is
removed.

For channels capable of analog or digital
aperation, the partially availahle indicator means
that analog communication on the channel is
unavailable; only digital mode communications are
availablz while the resource is in this state.

Figure 2-49: Radio Resource Features
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2.20

Simulcast Prime Site Equipment

An IP Simulcast Subsystem is a multi-site RF (radio frequency) subsystem consisting
of an IP simulcast prime site and up to 15 IP simulcast remote sites to provide radio
coverage to a large area. In addition to supporting simulcast operations, an IP
simulcast subsystem can also support voting, multicast, data steering, and console
interface operations.

Simulcast operation is a radio system topology that uses multiple transmitters on the
same frequency in separate locations to transmit the same signal. Simulcast operation
is desirable in areas where frequencies are scarce and in areas where physical barriers
(for example, mountains and buildings) can cause deficiencies in signal coverage.

Multicast function (conventional only) is performed when multiple base radios can
transmit and receive, operating on different frequencies, and can still receive copies
of the same voice or data from the comparator. To implement multicast function, the
site employs (requires) a voting operation to establish the best quality signal for
transmission.

Voting operation in a radio system topology employs multiple receivers on the same
frequency in separate locations to support a “receive” coverage area that is equal to
the “transmit” coverage area for the subsystem. With the voting operation, the a
signal transmission from a subscriber radio may be received by multiple base radio
receivers where the signals are processed by comparator devices which perform a
“voting” operation to produce the best composite signal based (from the signal
transmission received by the multiple base radio receivers) to that the “voted”
composite signal (best quality signal) that can be transmitted through the system
(routed through the zone core and base radio transmitters).

The remote sites extend the coverage of the simulcast subsystem. The remote sites
can be 15 physically separate sites or 14 physically separate sites, with one remote
site installed at the same physical location as the prime site. This is known as a
collocated remote site. The system treats the entire simulcast subsystem (prime site
and all remote sites) as a single site.

An IP simulcast subsystem can have up to 30 channels with each channel assigned up
to 15 remote sites.

The standard configuration prime site supports voting, simulcast and multicast
operations for conventional channels and simulcast for trunked channels. Support at
the prime site can accommodate channels that are all trunking, all conventional or a
combination of trunking and conventional channels.

Up to 30 GCM 8000 Comparators are supported which interface directly to the
Ethernet LAN switches.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

System Description

2-80



2.20.1
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IP Simulcast Prime Site with collocated RF site
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Figure 2-50: IP Simulcast Prime Site with collocated RF Site

Combining an IP simulcast prime site and master site (zone core) in the same
physical location is often economically desirable. With T1/E1 links, the
T1/EL/FT1/FE1 link from the collocated transport device (prime site router or
gateway) is connected directly to a relay patch panel.

IP Simulcast Prime Site Components
The critical components of the prime site in an IP simulcast subsystem are:

Redundant GCP 8000 Site Controllers

Two HP 2600 Ethernet LAN Switches (standard configuration)

Four HP 3500 Ethernet LAN Switches (high availability configuration)
GCM 8000 Comparators (trunked and IP conventional)

TRAK 9100 Simulcast Site Reference

Routers or Gateways:

e Prime Site S6000 Routers (T1/E1 or Ethernet link), or

e Prime Site GGM 8000 Gateways (T1/E1 or Ethernet link)

* & & O o o
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e Remote Site Access S6000 Routers (T1/E1 or Ethernet link), or
e Remote Site Access GGM 8000 Gateways (Ethernet link)

2.20.1.1 GCP 8000 Site Controllers

The GCP 8000 Site Controller is the control interface between the IP simulcast
subsystem and the zone controller. The site controller performs the following
functions:

+ Translates mobility and call service control messages received from the channels
into the protocol required for interfacing to the zone controller.

+ Translates the mobility and call service control messages received from the zone
controller into the protocol required for interfacing to the channels.

+ Maintains a mobility database, which is uploaded to the zone controller as part of
the recovery process when the site transitions from Site to Wide Area Trunking.

+ Supervises subsystem resources. This includes determining channel status and
remote site status based on status information received from the channels. These
statuses are reported to the Network Manager and also indicate to the zone
controller the capabilities of the channels at the site. The zone controller uses the
channel capabilities for resource allocation.

+ Performs trunked data call processing while in Site Trunking.

+ Supports Site Trunking and Failsoft failure modes.

+ Receives the 1 PPS from the TRAK 9100 Simulcast Site Reference and Global
Positioning Satellite and then provides a unique launch time reference for the
comparators and base radios.

An IP simulcast site subsystem requires two site controller chassis, with each chassis
holding a single site controller module in a redundant configuration. The site
controllers automatically determine the active and standby site controller operation.
Upon failure of the active site controller, the standby site controller takes over as the
active site controller.

In order for the two site controllers to properly transition between standby and active
operational modes, the site controller assigned as SC1 must have the site controller
module installed in the upper slot of the chassis, and the site controller assigned as
SC2 must have the site controller module installed in the lower slot of the chassis.

2.20.1.2 Ethernet LAN Switches

There are two HP 2610 Ethernet switches at the prime site in a standard
configuration. Two of them are paired together to form the core of the prime site
LAN. They are paired together for redundancy such that if one of switch fails, half of
the hosts (site controllers, comparators) on the LAN are still connected to a working

switch.
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In a single prime site link configuration, there is a single prime site router or gateway
which is attached to one of the Ethernet switches. The entire prime site is therefore
dependent on this Ethernet switch for its connection to the master site.

In a dual prime site link configuration, there are two prime site routers or gateways,
each of which is attached to a corresponding prime site LAN switch. This ensures
that if either switch fails, there is still a path to a prime site router or gateway for
connectivity to the master site.

2.20.1.3 GCM 8000 Comparators

Each comparator module collects all the data of a single channel from all of the
remote sites. The comparator receives voice and data packets and compares them.
The comparator chooses the best received signal from all of the received signals to
build the signal that is sent to the base radio transmitters. The single data stream is
routed to the master site. The comparator forwards outbound audio from the master
site to the base radios at the remote sites.

2.20.1.4 TRAK 9100 Simulcast Site Reference

The TRAK 9100 SSR derives a 1 PPS signal from the satellite signal through a GPS
antenna and sends it to the comparators and site controllers. The comparators use the
1 PPS signal as a frequency reference at the prime site, and provides the reference to
the base radios at a remote site in a standard configuration, so that all the devices
involved in the transmission of the audio have a common timing source (GPS).

2.20.1.5 Prime Site Routers or Gateways

The prime site router or gateway provides transport between the IP simulcast prime
site and zone core. This includes all the traffic for the site, including voice control,
data, and network management traffic. These transport devices can support either
T1/E1 site links or Ethernet site links.

For T1/E1 site link support with a site link requiring more than 2 T1” s, the prime
site router configured with an UltraW AN module is employed. For T1/E1 site link
support for a site link requiring 2 or less T1” s, the prime site gateway can be
employed with a built-in T1/E1 port providing transport to/from the zone core. With
T1/E1 site links, audio and control traffic intended for the zone core (inbound traffic)
is sent to the transport device over the prime site LAN where it is encapsulated into
frame relay for delivery over a T1/E1. Outbound frame relay traffic from the zone
core is carried over a Permanent Virtual Circuit (PVC) to the transport device (prime
site router or site gateway). These transport devices function to terminate the PVC
and frame relay, to distribute audio and control traffic to the prime site LAN, where it
is processed by the site controllers or comparators.
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If mutual aid is supported in the subsystem, the site configuration will be slightly
different. The transport devices deliver frame relay traffic over T1/E1 through the
channel bank, which multiplexes mutual aid and trunking system traffic into separate
time slots for channelized T1/E1 delivery to the zone core.

For Ethernet site link support, the site gateway can be employed as the transport
device to the zone core. The site gateway uses a built-in Ethernet port providing
transport to/from the zone core. The site gateway is the appropriate solution to
provide Ethernet transport between the IP prime site and zone core; however, the
prime site router may be used as well.

Regardless of the type of transport or transport device used, the transport device is
interfaced to the Ethernet LAN switch.

2.20.1.6 Remote Site Access Routers or Gateways

2.20.2

There are two remote site access routers or gateways located at the prime site. The
remote site access routers or gateways provide the IP network routing interfaces
between the prime site and all of the remote sites. Remote site access routers are
deployed in a CWR routing arrangement using either T1/E1 links to relay patch
panels or Ethernet links to backhaul switches, which serve as the endpoints for each
of the prime site links. Remote site access gateways can only be deployed using
Ethernet links to backhaul switches.

IP Simulcast Remote Site Components
The critical components of a remote site in an IP simulcast subsystem are:

+ Standard Configuration
e GTR 8000 Base Radios, conventional GPW 8000 Receivers, or GTR 8000
Expandable Site Subsystems
e Ethernet LAN Switches
e TRAK 9100 Simulcast Site Reference
e S2500 Routers or GGM 8000 Gateways (T1/E1 or Ethernet link)

2.20.2.1 Base Radios

The GTR 8000 Base Radio, conventional GPW 8000 Receiver, or GTR 8000
Expandable Site Subsystem provides the RF link between the IP simulcast subsystem
prime site and the subscriber/mobile radios.

The base radio captures inbound signals through the external receive (Rx) antennas
from the subscriber/mobile radios. It then amplifies, filters, and demodulates the
signals into the voice and data packets that are forwarded to the prime site.

For outbound signals, the base radio maps the digital voice and data packets to
discreet voltage levels, which are then used to modulate an RF carrier. The modulated
RF carrier is amplified and may be combined with other RF channels, filtered, and
routed to the transmission (Tx) antennas.
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2.20.2.2 Ethernet LAN Switches

The HP 2610 Ethernet LAN switches in a standard configuration interface the remote
site router or gateway to the base radios. If the number of base radios is 14 or less at
the remote site, only one switch is required.

Each LAN switch provides connectivity for a 10/100Base-T LAN. The LAN switches
are connected to each other through a Gigabit stacking interface that makes it
possible to provide a management communication link with up to 30 base radios. The
two-switch configuration also provides a degree of protection in case of a switch
failure. If one of the switches fails, a management link still exists to the base radios
connected to the unaffected switch, and the audio services are not affected.

For a standalone GTR 8000 Base Radio configuration, odd-numbered base radios are
connected to one LAN switch and even-numbered base radios are connected to the
other. For a GTR 8000 Expandable Site Subsystem in a standard configuration, the
option to choose which channels to configure in each rack/cabinet, such as even
channels and odd channels in different racks/cabinets is available. Another option
available is to select the connections made to the racks/cabinets from the LAN
switches.

The LAN switches send SNMP events back to the Unified Event Manager (UEM).

2.20.2.3 TRAK 9100 Simulcast Site Reference

The TRAK 9100 Simulcast Site Reference (SSR) in a standard configuration is a
GPS-based frequency and time reference unit. The signal requirements the SSR
provides for the simulcast subsystem are 1 PPS (Pulse Per Second), 5 MPPS, and 1
PPS + 5 MPPS composite signals. At the remote site, the SSR provides composite (1
PPS + 5 MPPS) to the standalone GTR 8000 Base Radio and 1 PPS and 5 MPPS to
the GTR 8000 Expandable Site Subsystem.

2.20.2.4 Remote Site Routers or Gateways

The remote site router or gateway provides the IP network routing interface between
the remote site and the prime site. For T1/E1 links to the prime site, the remote site
router or gateway interfaces to the prime site through a WAN Link. For Ethernet
links to the prime site, the remote site router or gateway uses an Ethernet connection
to a backhaul switch and then through a WAN Link. In the dual remote link
configuration, two remote routers or gateways are deployed, one for each remote link.

m Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page
System Description 2-85



2.21

7 ] =N
Prime Site | |
Primary Redundant
Site Site
TH/E1 Link Controller Controller
to Zone Core | Redun Site | £themet Ethernet __Ethernet o
(optional) 8
T1/E1 Link Ethernet =
to Zone Core Site — Site LAN ] Site LAN
“““ G Switeh £ Switch
=
MOSCAD @
]
E
@
£
w
Ct::mparmon ] o
Remote Site | | site maoneldhees| [
Access Router Access Router . o«
Comp 30
LraEs! Channel 30
PPS|
Ratay Site
Note: For each comparator, Panel(s) E
there is a separate 1PPS TTog s =
and § MPPS connection. 1 T1EY
(R
\ LA j
TT
4 Remote Site Iy %
: : Site
MOSCAD | RS232 11 |[reauency
NFM/RTU ,T;
1 2
o |l | =
Gateway < ! b
&
Redun Site | T1/E1 3
E E| | (optional)
2 2
[} 7] E Ethernet
Site £ Site
LAN Switch  |©f  LAN Switch
N § 4

Figure 2-51: Typical Prime/Remote Standard Configuration

SmartX Site Converter

The SmartX Site Converter is a device designed to allow communication between
subscriber radios at existing 3600 RF sites and an ASTROe 25 Integrated Voice and
Data system. It enables the continued use of 3600 RF sites and subscriber radios on
an ASTROe 25 release 7.7 or higher system, thus allowing the gradual replacement
of equipment that is at or near end of life with the newer technology and operational
capabilities of an ASTRO® 25 system.

The SmartX Site Converter can be used to interface SmartZonee 3.0, 3.5, and 4.1 RF
sites to a current ASTROe 25 Integrated Voice and Data system. SMARTNET® 3.1
or 3.2 sites must be upgraded to a SmartZonee remote site, which can then be
connected through the SmartX Site Converter to the ASTROe 25 system.

The SmartX Site Converter performs the following tasks:

+ Call control information
e Bidirectional conversion between circuit-based 3600 call control packets
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and ASTROe 25 IP-based call control protocol so calls can be managed

through the ASTROe 25 zone controller.
+ Audio information

e Conversion of analog audio from 3600 sites to G.728 packets that can be
routed over the ASTROe 25 IP network to the MCC 7500 consoles and to
other 3600 sites.

e Conversion of analog audio from 3600 sites to Advanced Multi Band
Excitation (AMBE) audio packets for routing over the ASTRO® 25
IP network to ASTROe 25 RF sites.

e Routing without conversion of digital Improved Multi Band Excitation
(IMBE) audio from the 3600 sites to other 3600 sites, MCC 7500 consoles,
and ASTROe 25 RF sites.

e Conversion of AMBE audio from MCC 7500 consoles or ASTRO® 25 RF
sites to analog or IMBE format for routing to analog or digital 3600 RF sites.

+ System management

e Converts 3600 site faults and diagnostics to enable management of the 3600
sites by the ASTRO® 25 network fault management system. It reports 3600
site states and faults to the fault manager using Simple Network Management
Protocol version 3 (SNMPv3).

The SmartX Site Converter is based on the Voice Processor Module (VPM) hardware
platform. Specialized software allows the VPM to perform the tasks required for
SmartX Site Converter operation.

Simulcast Prime Site Simulcast Remote Site
s T e N
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ot Channel Bank Channel Bank = Channel Bank
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'l >| V.24 b X ”g Controller| § 5
Site. I -.7 Link
Router zc Channel 5
Site ASTRO - TAC ank Oo Quantar (ro}
Data — |._
inl

MTC 3600 |t |
Remote Site Trak 9100
Controtier | TOATA 5 MHz

. J

IP over T1/E1

e e e

Figure 2-52: Circuit based simulcast system with SmartX site converter
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Call types supported

The SmartX Site Converter supports the following types of calls for sites connected
to an ASTROe 25 system:

Talkgroup Call (clear)

Talkgroup Call utilizing message trunking with PTT ID
Talkgroup Call utilizing transmission trunking
Talkgroup Call (ASTROe 25) encrypted
Emergency Call

Emergency Alarm

Multigroup Call

Supergroup Call

Priority Monitor (Scan)

Enhanced Private Call

Call Alert

Console Priority

Busy/Callback

AllStart/Faststart Call Set-up

L R R R R SR 2R 2R JER R R SR R R 2
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3.1 3600 Sites on ASTRO 7.X (SmartX)

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Functional Acceptance Test Plan 3-3



3600 Sites on ASTRO 7.X (SmartX)

3.1.1 Talkgroup Call

1. DESCRIPTION

The Talkgroup is the primary level of
organization for communications on a trunked
radio system. Radios with Talkgroup call
capability will be able to communicate with other
members of the same Talkgroup. This provides
the effect of a private channel down to the
Talkgroup level. This test will demonstrate that a
Talkgroup transmission initiated by a radio user
will only be heard by system users, which have,
the same Talkgroup selected. As with other
types of calls, Talkgroup calls can take place
from anywhere in the system.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 1
RADIO-3 - TALKGROUP 2
RADIO-4 - TALKGROUP 2

VERSION #1.150

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST

Step 1. Initiate a Wide Area Call with RADIO-1
in TALKGROUP 1.

Step 2. Observe that only RADIO-2 will be able
to monitor and respond to the call.

Step 3. Initiate a Wide Area Call with RADIO-3
in TALKGROUP 2.

Step 4. Observe that only RADIO-4 will be able

to monitor and respond the call.

Pass Fail
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3600 Sites on ASTRO 7.X (SmartX)

3.1.2 Unified Network
Configurator (UNC)
Device Management -
SmartX Channel

Parameter
|

1. DESCRIPTION

The Unified Network Configurator (UNC) allows
users to perform various functions on the
system. This test will cover the modification of a
parameter on a device.

SETUP
No prior setup is required.

VERSION #1.040

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST
Step 1. On a Network Management client,
double-click the UNC Wizard (UNCW)
shortcut on the desktop, and a UNC
Wizard client session will launch. When
prompted, use the Login dialog box to
login to the UNC Wizard using the
appropriate username and password.
Step 2. Using the UNC Wizard , select a
channel from a Trunked 3600 Site to
update.

Step 3. The following fields will appear in the
UNC Wizard page, Line Interface-
Digital, Slot number-Digital, Line
Interface Analog, and Slot number-
Analog.

Step 4. Make a change to one of the fields using
the UNC Wizard.

Step 5. On a Network Management client,
double-click the UNC shortcut (UNC) on
the desktop, and a VoyenceControl
client session will launch. When
prompted, use the Login dialog box to
login to the UNC using the appropriate
username and password.

Step 6. Start a UNC client session and open the
Schedule Manager. Configuration
remedy jobs are immediately added to
the Schedule Manager with a status of
Pending for all affected target devices.
Step 7. Highlight the pending jobs related to this
update, and approve the remedy jobs in
the Schedule Manager. The remedy
jobs will then indicate a status of running
in the Schedule Manager. Refresh the
Schedule Manager view until the jobs
are completed.

Step 8. View the configuration data for the
device and verify that the change made
in the wizard has been updated in the
devices current configuration.

Step 9. Repeat the procedure to place the
parameter for the channel back to the
initial value.

Pass Fail
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3600 Sites on ASTRO 7.X (SmartX)

3.1.3 Unified Network
Configurator
Discovery of SmartX

Converter
|

1. DESCRIPTION

The Unified Network Configurator (UNC) will
have the ability to manage devices on the legacy
3600 Trunked Site attached to the ASTRO
system. By using the Unified Network
Configurator Wizard (UNCW) to initially discover
the site, devices can then be managed using the
UNC. This test will demonstrate the UNCW
process for discovering the 3600 Trunking Site.

SETUP

The site being discovered must be configured
and be ready for discovery.

VERSION #1.040

Motorola Confidential Restricted

Use or disclosure of this proposal is
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2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

If not logged into the Unified Network
Configurator Wizard, select the shortcut
for the application and log in using the
appropriate username and password.

From the list of available tasks on the
left side of the screen, select Subnet
Discovery. The right side of the page will
refresh presenting the fields required in
order to discover devices.

Select the discovery type by clicking on
the Discovery Type drop down list. Then
select the appropriate site type. With the
selection made in the drop down list the
fields needing information will be made
available on the rest of the page.

Complete the required fields with the
appropriate information for the site being
discovered.

Select "Submit"

Log into the Unified Network
Configurator by using the appropriate
user name and password. From the
"Tools" menu select "Schedule
Manager".

In the Schedule Manager view select
the refresh icon and verify the job for the
site discovery is running. The discovery
time varies with the site type and
devices to be dicovered. Verify that the
discovery job completes by refreshing
the Schedule Manager screen.

Once the job has completed, verify the
site is available to be managed in the
Unified Network Configurator screen.

Pass Fail
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3.2 Wide Area Trunking Features
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Wide Area Trunking Features

3.2.1 Talkgroup Call

1. DESCRIPTION

The Talkgroup is the primary level of
organization for communications on a trunked
radio system. Radios with Talkgroup call
capability will be able to communicate with other
members of the same Talkgroup. This provides
the effect of a private channel down to the
Talkgroup level. This test will demonstrate that a
Talkgroup transmission initiated by a radio user
will only be heard by system users, which have,
the same Talkgroup selected. As with other
types of calls, Talkgroup calls can take place
from anywhere in the system.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 1
RADIO-3 - TALKGROUP 2
RADIO-4 - TALKGROUP 2

VERSION #1.150

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST

Initiate a Wide Area Call with RADIO-1
in TALKGROUP 1.

Step 1.

Step 2. Observe that only RADIO-2 will be able
to monitor and respond to the call.

Step 3. Initiate a Wide Area Call with RADIO-3
in TALKGROUP 2.

Step 4. Observe that only RADIO-4 will be able

to monitor and respond the call.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan

3-8



Wide Area Trunking Features

3.2.2 Talkgroup Call - Mixed
3600 Trunking Site

1. DESCRIPTION

The Talkgroup is the primary level of
organization for communications on a trunked
radio system. Radios with Talkgroup call
capability will be able to communicate with other
members of the same Talkgroup. This provides
the effect of a private channel down to the
Talkgroup level. This test will demonstrate that a
Talkgroup transmission initiated by a radio user
will only be heard by system users which have
the same Talkgroup selected. As with other
types of calls, Talkgroup calls can take place
from anywhere in the system.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-1 - SITE - XSITE 1

RADIO-2 - TALKGROUP 1

RADIO-2 - SITE - Cole Mill

RADIO-3 - TALKGROUP 2

RADIO-3 - SITE - XSITE 1

RADIO-4 - TALKGROUP 2

RADIO-4 - SITE - Cole Mill

CONSOLE-1 - TALKGROUP 1, TALKGROUP 2
CONSOLE-2 - TALKGROUP 1, TALKGROUP 2
(TALKGROUP 1 is analog talkgroup,
TALKGROUP 2 is digital talkgroup on XCamden
and XCamden is the 3600 Trunking Site on the
ASTRO system)

VERSION #1.050

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST

Step 1. Initiate a Wide Area Call with RADIO-1
in TALKGROUP 1.

Step 2. Observe that RADIO-2, CONSOLE-1
and CONSOLE-2 can monitor and
respond appropriately to the call.

Step 3. Initiate a Wide Area Call with RADIO-3
in TALKGROUP 2.

Step 4. Observe that RADIO-4, CONSOLE-1
and CONSOLE-2 can monitor and
respond appropriately to the call.

Pass Fail
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3.3 System Management Tests
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System Management Tests

3.3.1 ZoneWatch

1. DESCRIPTION

ZoneWatch is an administration tool for
monitoring radio traffic on a system. A system
manager can use ZoneWatch to analyze traffic
patterns for load distribution and troubleshoot
radio and site problems. ZoneWatch is used to
view current radio traffic activity for the system.
This activity is displayed in graphical format,
color-coded for easy identification of the type of
activity occurring on the system.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-1 - SITE - Camden
RADIO-2 - TALKGROUP 1
RADIO-2 - SITE - Cole Mill
RADIO-3 - TALKGROUP 1
RADIO-3 - SITE - Lake Michie
RADIO-4 - TALKGROUP 1
RADIO-4 - SITE - Parkwood

VERSION #1.080

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST
Step 1. Verify that ZoneWatch has been
configured for the Grid and Multi Site
Scroll windows to display system
activity.

Step 2. From the PC Application Launcher,
select a zone folder.

Step 3.  From within that zone, select
ZoneWatch.

Step 4. Select the appropriate profile to be able
to view the channel usage on the
system.

Initiate several calls with the radios and
observe that the appropriate channel
usage information is displayed.

Step 5.

Pass Fail
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System Management Tests
|
3.3.2 UEM - Views
|
1. DESCRIPTION

The Unified Event Manager (UEM) provides

three different views. The purpose of this test is
to validate the views available from the UEM.

SETUP
NMclient01 - UEM session up and running.

VERSION #1.080

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

The first view is the Active Alarms. In
the navigation pane expand Fault
Management and select Alarms.

Customize the Active Alarms display by
selecting the Edit option from the menu
bar, then select Search.

Perform a Managed Resource search
for channels, site controllers and routers
by entering "Starts with" and ch, sc, and
z00 respectively in the search fields to
perform the three separate searches.

For each of the three searches a filtered
alarm view is displayed that contains
alarms for the appropriate device in the
search.

The second view is the Physical
Summary view. In the navigation pane,
expand Zone Maps and select Physical
Summary. The Physical Summary View
provides an aggregated alarm severity
status of the devices located at all
subnets in the Zone.

The third view is the Service Summary.
In the navigation pane, under Zone
Maps select Service Summary. The
Service Summary View provides a quick
summary of the service status of sites in
a Zone.

In the main UEM window is an Alarm
Summary View pane. In the Alarm
Summary View, select the format for the
desired view, pie, tabular or bar.

Pass Fail
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3.4 MCC 7500 Trunked Resources
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MCC 7500 Trunked Resources

3.4.1 Activity Log

1. DESCRIPTION

The Console activity log will show all traffic for
the resource assigned to that console to include
the time, radio alias, TG, PTT ID and
Emergency Call.

The dispatcher has the capability of selecting a
logged call within in the "Activity Log Window"
for instant transmit on the corresponding logged
resource.

This activity log can be logged to a text file for
archival purposes.

SETUP

RADIO-1 - TALKGROUP 1

RADIO-2 — TALKGROUP 2

RADIO-3 — TALKGROUP 3

RADIO-4 — TALKGROUP 4

CONSOLE-1 - TALKGROUP 1, TALKGROUP
2, TALKGROUP 3, TALKGROUP 4

VERSION #1.060

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

On CONSOLE-1 select the "Show
Activity Log" button on the tool bar to
open the Activity Log Window.

Initiate calls on RADIO-1, RADIO-2,
RADIO-3 and RADIO-4 to log call
information and verify calls are
displayed in the activity log window.

Select a logged call in the Activity Log
Window and verify that the Channel
Control Window (CCW) at the top of the
Activity log window changes to the
corresponding resource. Verify the
dispatcher is capable of responding via
the instant transmit button.

Open the text file created by the Activity
Log and verify call traffic has been
archived to the document file.

Pass Fail
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MCC 7500 Trunked Resources

3.4.2 Console Priority

1. DESCRIPTION

Console Operator Positions have ultimate
control of transmitted audio on an assigned
voice channel resource. The Console Position
has the capability to take control of an assigned
voice channel for a talkgroup call so that the
operator's audio overrides any subscriber audio.
Console priority is a feature that enables
dispatchers to gain immediate access to an
assigned voice channel so that a central point of
audio control exists.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 1
CONSOLE-1 - TALKGROUP 1

VERSION #1.120

Motorola Confidential Restricted
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subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Initiate a Talkgroup call from RADIO-1
on TALKGROUP 1. Keep this call in
progress until the test has completed.

Observe that RADIO-2 receives the call.

While the call is in progress, key up
CONSOLE-1 on TALKGROUP 1.

Observe that RADIO-2 is now receiving
audio from CONSOLE-1 on
TALKGROUP 1.

De-key CONSOLE-1.

Verify RADIO-2 now receives RADIO-1
audio.

End the TALKGROUP 1 call from
RADIO-1.

Pass Fail
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MCC 7500 Trunked Resources

3.4.3 Emergency Alarm and
Call Display

Description
|

1. DESCRIPTION

Users in life threatening situations can use the
emergency button on the radio to send an
audible alarm and a visual alarm signal to a
console operator in order to request immediate
system access to a voice channel for an
emergency call.

An emergency alarm begins after the radio user
presses the radio's emergency button. Pressing
the emergency button places the radio in
"emergency mode". To begin an emergency call,
the radio user must press the radio's PTT button
while in "emergency mode." The assigned voice
channel will be dedicated to the emergency
caller's talkgroup for an extended period of time,
equal to the Message Hang Time plus the
Emergency Hang Time. As with other call types,
emergency calls can operate across sites as
well as within the same site.

SETUP

RADIO-1 - TALKGROUP 1
CONSOLE-1 - TALKGROUP 1
CONSOLE-2 - TALKGROUP 1

VERSION #1.060

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

&

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Initiate an Emergency Alarm from
RADIO-1.

Observe the Emergency from RADIO-1
is received at CONSOLE-1 for
TALKGROUP 1.

Acknowledge the Emergency at the
operator position. Verify CONSOLE-2
receives notification that the call has
been acknowledged.

Initiate a call with RADIO-1 to initiate an
Emergency call.

Observe CONSOLE-1 and CONSOLE-2
can monitor RADIO-1

Clear the Emergency from CONSOLE-1
on TALKGROUP 1.

End the Emergency Alarm from RADIO-
1.

Pass Fail
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MCC 7500 Trunked Resources

Instant Recall
Recorder (IRR)
Operation on the MCC
7500

3.4.4

1. DESCRIPTION

The Instant Recall Recorder (IRR) allows for
audio from a phone call or a radio call to be
played back at the MCC 7500 Console position.
Thirty minutes of audio is saved for radio and an
additional thirty minutes for telephone. The
audio is saved on the positions hard disk in the
form of a .wav file.

SETUP

CONSOLE-1 - TALKGROUP 1 running IRR
application.

VERSION #1.010

Motorola Confidential Restricted
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2. TEST

Select a radio channel on the
CONSOLE-1 application window.

Step 1.

Step 2. Select IRR from the CONSOLE-1

toolbar.

Step 3. Initiate radio communication between
two portables.

Step 4. Verify a new entry appears in the IRR
log window.

Step 5.  Select the new entry from the list.

Step 6. Press play and verify conversation

replay.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan
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MCC 7500 Trunked Resources

3.4.5 Instant Transmit
|

1. DESCRIPTION

The instant transmit switch provides immediate
operator access to a channel, independent of its
select status (selected or unselected). It
provides priority over other dispatcher transmit
bars or optional footswitches.

SETUP

RADIO-1 - TALKGROUP 1
CONSOLE-1 — TALKGROUP 1 (Selected),
TALKGROUP 2 (Unselect mode)

VERSION #1.090

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Using CONSOLE-1, press the Instant
Transmit button on TALKGROUP 1.

Verify that the Transmit indicator is lit.

Verify RADIO-1 can monitor and
respond to the call on TALKGROUP 1.

On RADIO-1 change to TALKGROUP 2.

Using CONSOLE-1, press the Instant
Transmit button on the TALKGROUP 2
radio resource.

Verify RADIO-1 can monitor and
respond to the call on TALKGROUP 2.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan

3-18



MCC 7500 Trunked Resources

3.4.6 Multi-Select Operation
|

1. DESCRIPTION

Multi-Select (Msel) allows the console operator
to group a number of channels/talkgroups
together such that when the general transmit bar
is depressed, all of the multi-selected
channels/talkgroups will transmit at the same
time with the same information. Multi-Select is
one way communication call. If a radio user
responds to a Multi-Select call the talkgroup the
user is affiliated to will be the only one to hear
the call. There is no super-group formed, so
radio communication is still at the single
talkgroup level. Multi-Select is utilized to send an
APB to several channels/talkgroups. A Multi-
Select has a limit of twenty (20)
trunking/conventional resources

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 2
CONSOLE-1 - TALKGROUP 1, TALKGROUP 2

VERSION #1.070

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

From CONSOLE-1, create an Msel
group with TALKGROUP 1 and
TALKGROUP 2.

Transmit on the Msel using the Msel
instant transmit button.

Verify that RADIO-1 and RADIO-2 hear
the call.

Initiate a call with RADIO-1.

Verify the call is heard on CONSOLE-1
but not on RADIO-2.

Initiate a call with RADIO-2.

Verify the call is heard on CONSOLE-1
but not on RADIO-1.

On CONSOLE-1 dissolve the Msel.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan
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MCC 7500 Trunked Resources

3.4.7 PTT Unit ID/Alias
Display

1. DESCRIPTION

Console operator positions contain various
resources such as talkgroup, multigroup, Private
Call which enables the dispatcher to
communicate with the subscriber units. If activity
occurs on one of these operator position
resources, the unit ID or associated alias of the
initiating radio appears at the console resource.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 1
CONSOLE-1 - TALKGROUP 1
CONSOLE-2 - TALKGROUP 1

VERSION #1.030

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Select the resource for TALKGROUP 1
on CONSOLE-1.

Initiate a call on TALKGROUP 1 from
RADIO-2 and observe that the alias is
seen at CONSOLE-1 in the resource
window as well as in the Activity Log
window.

Initiate a call from RADIO-1 and observe
that the alias of RADIO-1 is seen at
CONSOLE-1 in the resource window as
well as in the Activity Log window.

Modify RADIO-2's alias. Make sure to
give enough time for the alias change to
propagate to the Zone Controller.

Initiate a call from RADIO-2 and observe
the new alias of RADIO-2 is seen at
CONSOLE-1 in the list in the resource
window as well as in the Activity Log
window.

Return RADIO-2's alias to its original
state.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan 3-20



MCC 7500 Trunked Resources

3.4.8 Talkgroup Selection
and Call

1. DESCRIPTION

The Talkgroup Call is the primary level of
organization for communications on a trunked
radio system. Dispatchers with Talkgroup Call
capability will be able to communicate with other
members of the same talkgroup. This provides
the effect of an assigned channel down to the
talkgroup level. When a Talkgroup Call is
initiated from a subscriber unit, the call is
indicated on each dispatch operator position that
has a channel control resource associated with
the unit's channel/talkgroup.

SETUP

RADIO-1 - TALKGROUP 1
RADIO-2 - TALKGROUP 2
RADIO-3 - TALKGROUP 1
RADIO-4 - TALKGROUP 2
CONSOLE-1 - TALKGROUP 1
CONSOLE-2 - TALKGROUP 2

VERSION #1.120

Motorola Confidential Restricted
Use or disclosure of this proposal is
subject to the restrictions on the title page

@

2. TEST

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Initiate a wide area call from CONSOLE-
1 on TALKGROUP 1.

Observe that RADIO-1 and RADIO-3
will be able to monitor the call. Dekey
the console and have either radio
respond to the call.

Observe that all consoles with
TALKGROUP 1 can monitor both sides
of the conversation.

Initiate a wide area call from CONSOLE-
2 on TALKGROUP 2.

Observe that RADIO-2 and RADIO-4
will be able to monitor the call. Dekey
the console and have either radio
respond to the call.

Observe that all consoles with
TALKGROUP 2 can monitor both sides
of the conversation.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan
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MCC 7500 Trunked Resources

3.4.9 Tone Paging -

Conventional
|

1. DESCRIPTION

This test verifies that an MCC7500 console
using a Conventional channel is able to transmit
tone pages without using an external paging
tone generator. This test can be run using Digital
Conventional, Mixed Mode or MDC1200
Channels.

SETUP

RADIO-1-SITE1-CONVCH1

CONSOLE-1-CONVCH 1

VERSION #1.030

Motorola Confidential Restricted

Use or disclosure of this proposal is
subject to the restrictions on the title page

2. TEST

Step 1.

Step 2.

Step 3.

From CONSOLE-1 create a paging
gueue containing paging tones.

From CONSOLE-1 start the pages on -
CONVCH 1

Verify that the tones are transmitted and
received in on CONVENTIONAL
CHANNEL 1.

Pass Fail

City of Durham, North Carolina
Project 25 Upgrade

Functional Acceptance Test Plan
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3.5 Signoff Certificate

By their signatures below, the following witnesses certify they have observed the system Acceptance Test
Procedures.

Signatures
WITNESS: Date:
Please Print Name:
Please Print Title:
WITNESS: Date:
Please Print Name:
Please Print Title:
WITNESS: Date:
Please Print Name:
Please Print Title:
Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Functional Acceptance Test Plan 3-23



Section 4. Statement of Work

4.1

Introduction

This Statement of Work (SOW) describes the deliverables to be furnished to the City
of Durham, North Carolina and the tasks to be performed by Motorola, its
subcontractors, and by the City of Durham in order to implement the SmartZone 4.1
Simulcast radio system to a Motorola ASTRO P25 simulcast system platform detailed
below. This SOW provides the most current understanding of the work required by
both parties to ensure a successful project implementation.

It is understood that this SOW may be revised during contract negotiations or during
the Contract Design Review (CDR), and through any other Change Orders that may
occur during the execution of the project. If there are changes to the Scope of Work,
those changes must be reflected in this SOW before becoming binding on either
party. This SOW will be an Exhibit to the Contract negotiated between Motorola and
the City of Durham. After contract execution, changes to the SOW must be made
through the formal contract Change Order process as set forth in the Contract.

PHASE ONE

Zone Master Site

+ Anew ASTRO P25 Master Site will be supplied and installed. This site will
consist of a fully functional P25 Master Core and will support the SmartX
interface for the existing simulcast system during the upgrade migration. This
Master Site will also support the MCC7500 P25 dispatch consoles to be installed
in phase one.

911 Communications Dispatch Consoles

+ The consoles currently in use at all 911 dispatch centers will be replaced with
MCC7500 console systems. These console systems will be connected to the new
Zone P25 Master Site using the existing City of Durham Microwave Radio
Network.

Simulcast System using SmartX

+ Upon replacement of the City of Durham dispatch consoles the simulcast radio
system will be integrated into the P25 Zone Master Site using Motorola SmartX
technology. The SmartX Site Converter focuses on the initial infrastructure
upgrade of the core Master Site to an ASTRO 25 IP core network. This will be
followed in years two and three by Subscriber / RF Site migrations to full ASTRO
25 operation.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page
Statement of Work 4-1



4.2

4.2.1

4.2.2

PHASE TWO

P25 migration, P25 RF Overlay

+ During the second phase of the system upgrade the P25 Simulcast Prime Site
infrastructure will be installed. This P25 prime site will be equipped to support the
final 24 RF channel configuration of the Durham P25 Radio system.

+ An RF site overlay consisting of twelve P25 RF channels at each of the City of
Durham’s four RF sites will be installed and made operational.

PHASE THREE

Completion of P25 System Upgrade

+ During the final phase of the system upgrade the remaining subset of RF channels
operational on the legacy SmartZone simulcast system will be replaced with P25
Simulcast RF channels. These channels will be integrated into the previously
equipped P25 Simulcast Prime Site.

+ The remaining radio users will migrate operations to the fully upgraded and fully
equipped ASTRO P25 Simulcast System.

Contract

Contract Award (Milestone)

+ The City of Durham and Motorola execute the contract; both parties receive all
the necessary documentation.

Contract Administration

Motorola Responsibilities

+ Assign a Project Manager, as the single point of contact with authority to make
project decisions.

+ Assign resources necessary for project implementation.

¢ Set up the project in the Motorola information system.

¢ Schedule the project kickoff meeting with the City of Durham.

City of Durham Responsibilities

+ Assign a Project Manager as the single point of contact responsible for City of
Durham-signed approvals.

+ Assign other resources necessary to ensure completion of project tasks for which
the City of Durham is responsible.

Completion Criteria

+ Motorola internal processes are set up for project management.
+ Both Motorola and the City of Durham assign all required resources.
¢ Project kickoff meeting is scheduled.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Statement of Work
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4.2.3

4.3

4.3.1

&

Project Kickoff

Motorola Responsibilities

+ Conduct a project kickoff meeting during the Contract Design Review (CDR)
phase of the project.

+ Ensure key project team participants attend the meeting.

+ Introduce all project participants attending the meeting.

+ Review the roles of the project participants to identify communication flows and
decision-making authority between project participants.

+ Review the overall project scope and objectives with the City of Durham.

+ Review the resource and scheduling requirements with the City of Durham.

+ Review the Project Schedule with the City of Durham to address upcoming
milestones and/or events.

¢ Review the teams’ interactions (Motorola and the City of Durham), meetings,
reports, milestone acceptance, and the City of Durham’s participation in particular
phases.

City of Durham Responsibilities
+ Ensure the City of Durham’s key project team participants attend the meeting.

Completion Criteria

+ Project kickoff meeting is completed.
+ Meeting notes identify the next action items.

Contract Design Review (CDR)

Review Contract Design

Motorola Responsibilities

+ Meet with the City of Durham project team.

+ Review the operational requirements and the impact of those requirements on
various equipment configurations.

+ Establish a defined baseline for the system design and identify any special product
requirements and their impact on system implementation.

+ Review the System Design, Statement of Work, Project Schedule, and
Acceptance Test Plans, and update the contract documents accordingly.

+ Discuss the proposed Cutover Plan and methods to document a detailed
procedure.

+ Submit design documents to the City of Durham for approval. These documents
form the basis of the system which Motorola will manufacture, assemble, stage,
and install.

+ Prepare equipment layout plans for staging.

+ Provide minimum acceptable performance specifications for microwave, fiber, or
copper links. (City of Durham is responsible for supplying links)

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Statement of Work
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4.3.2

4.4

4.4.1

+ Establish demarcation point (SUPPLIED BY THE MOTOROLA SYSTEM
ENGINEER) to define the connection point between Motorola-supplied
equipment and City of Durham-supplied link(s) and external interfaces. (City of
Durham is responsible for supplying links)

¢ Determine each site’s ability to accommodate proposed equipment based upon
physical capacity.

+ Prepare Site Evaluation Report that summarizes findings of above-described site
evaluations.

+ If applicable, test existing equipment with which Motorola equipment will
interface.

City of Durham Responsibilities

+ Ensure City of Durham’s key project team participants attend the meeting.
+ Make timely decisions according to the Project Schedule.
+ Ensure all frequency licensing is in place or planned for.

. As mandated by FCC, the City of Durham, as the licensee, has the
ultimate responsibility for providing all required radio licensing or licensing
modifications for the system prior to system staging. This responsibility
includes paying for FCC licensing and frequency coordination fees.

¢ Provide the FCC “call sign” station identifier for each site prior to system staging.

Completion Criteria

+ Design documentation has been completed including updated System Description,
Equipment List, system drawings, or other documents applicable to the project.

+ Agreed upon deviations from the proposed system have been incorporated into
the contract documents accordingly.

+ System design is “frozen” in preparation for subsequent project phases such as
Order Processing and Manufacturing.

+ A Change Order is executed in accordance with all material changes resulting
from the Design Review to the contract.

Design Approval (Milestone)
+ City of Durham executes a Design Approval milestone document.

Order Processing

Process Equipment List

Motorola Responsibilities

+ Validate Equipment List by checking for valid model numbers, versions,
compatible options to main equipment, and delivery data.

¢ Enter order into Motorola’s Customer Order Fulfillment (COF) system.

+ Create Ship Views to confirm with the City of Durham the secure storage
location(s) to which the equipment will ship. Ship Views are the mailing labels

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Statement of Work
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4.5

4.5.1

4.5.2

that carry complete equipment shipping information, which direct the timing,
method of shipment, and ship path for ultimate destination receipt.

+ Create equipment orders.

+ Reconcile the equipment list(s) to the Contract.

+ Procure third-party equipment if applicable.

City of Durham Responsibilities

+ Approve shipping location(s).
+ Complete and provide Tax Certificate information verifying tax status of shipping
location.

Completion Criteria

+ Equipment list has been verified for correct model numbers, version, options, and
delivery data.

+ Trial validation is completed.
+ Equipment order has bridged to the manufacturing facility.

Manufacturing and Staging

Manufacture Motorola Fixed Network Equipment

Motorola Responsibilities

+ Manufacture the Fixed Network Equipment (FNE) necessary for the system based
on equipment order.

City of Durham Responsibilities
+ None.

Completion Criteria
+ FNE shipped to the field and/or staging facility.

Manufacture Non-Motorola Equipment

Motorola Responsibilities

+ Manufacture (third party equipment suppliers) non-Motorola equipment necessary
for the system based on equipment order.

City of Durham Responsibilities
+ None.

Completion Criteria

+ Non-Motorola manufactured equipment is shipped to the field and/or the staging
facility.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page
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4.5.3

4.5.4

4.5.5

&

Ship to Staging (Milestone)

+ All equipment needed for staging is shipped to Motorola’s factory staging facility
(CCsi).

Stage System

Motorola Responsibilities

+ Set up and rack the system equipment on a site-by-site basis as it will be
configured in the field at each of the transmitter/receiver sites.

¢ Cutand label cables according to the approved CDR documentation.

+ Label the cables with to/from information to specify interconnection for field
installation and future servicing needs.

+ Complete the cabling/connecting of the subsystems to each other

(“‘connectorization” of the subsystems).

Assemble required subsystems to assure system functionality.

Power up, program, and test all staged equipment.

Confirm system configuration and software compatibility to the existing system.

Load application parameters on all equipment according to input from Systems

Engineering.

Complete programming of the Fixed Network Equipment.

Inventory the equipment with serial numbers and installation references.

Complete system documentation.

Provide a Factory Acceptance Test Plan.

Third party subsystems may be staged at the manufacturer’s facilities and

integrated in the field.

* & o o

* & & o o

City of Durham Responsibilities

+ Provide information on existing system interfaces as may be required.

+ Provide information on room layouts or other information necessary for the
assembly to meet field conditions.

+ Review and approve proposed Factory Acceptance Test Plan.

Completion Criteria
+ System staging has been completed and the system is ready for testing.

Perform Staging Acceptance Test Procedure

Motorola Responsibilities

+ Test and validate system software and features.

¢ Functional testing of standard system features.

+ Conduct site and system level testing.

+ Power-up site equipment and perform standardized functionality tests.

+ Perform system burn-in 24 hours a day during staging to isolate and capture any
defects.

Motorola Confidential Restricted City of Durham, North Carolina
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subject to the restrictions on the title page
Statement of Work

4-6



4.5.6

4.5.7

4.6

4.6.1

+ Perform City of Durham-witnessed tests based upon Factory Acceptance Test
Plan. (when required)

City of Durham Responsibilities

+ Attend Factory Acceptance Testing. (If desired)
+ Pay for travel, lodging, meals, and all incidental expenses for City of Durham
personnel and representatives to witness the Factory Acceptance Testing.

Completion Criteria
+ Factory Acceptance Testing is completed and approved by City of Durham.

Ship Equipment to Field

Motorola Responsibilities

+ Pack system for shipment to final destination.
+ Arrange for shipment to the field.

City of Durham Responsibilities
+ None.

Completion Criteria
+ Equipment is ready for shipment to the field.

CCSi Ship Acceptance (Milestone)
+ All equipment is shipped to the field.

Civil Work

Site Development at Camden Ave Site

Installation of transmit and receive antennas for 12 new channels installed in existing

shelter.

Site Scope Summary

Engineering services for site drawings and regulatory approvals — Included.
+ Site acquisition services — Not included.

¢ Zoning Services — Not included.

¢ Existing tower to be used for antennas — 480 ' Guyed Tower.

*

Motorola Will:

Site Engineering

¢ Prepare site construction drawings, showing the layout of various new and
existing site components.

+ Conduct site walks to collect pertinent information from the sites (e.g., location of

Telco, power, existing facilities, etc.).

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
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+ Prepare record drawings of the site showing the as-built information.

+ Perform National Environmental Policy Act (NEPA) Threshold Screening,
including limited literature and records search and brief reporting, as necessary to
identify sensitive natural and cultural features referenced in 47 Code of Federal
Regulations (CFR) Chapter 1, subsection 1.1307 that may be potentially impacted
by the proposed construction activity. This does not include the additional field
investigations to document site conditions if it is determined that the proposed
communication facility “may have a significant environmental impact” and thus
require additional documentation, submittals, or work.

+ Perform four point soil resistivity testing at the time of site visit.

+ Provide a structural engineering analysis for antenna support structure, if
necessary, to support the proposed antenna system. The structural analysis does
not include mapping, structural measurement survey, materials testing,
geotechnical investigation, and/or other field investigation to acquire the data. If
the tower structure fails the analysis, the cost of any site relocation or
modifications to the tower required to support the antenna system will be the
responsibility of Durham.

+ Provide tower climbing and tower mapping services for towers up to 350 feet to
collect information about structural members and existing equipment.

+ Research permit requirements (building, utility, and construction) for the
construction of the proposed site, and determine if the permits are required. If a
permit is required, Motorola shall obtain the necessary permit forms and complete
the necessary information on behalf of the City of Durham.

+ Submit the completed application forms to the local jurisdiction and apply for
applicable permits.

Site Preparation

¢ Provide one-time mobilization costs for the construction crews. Any
remobilization due to interruptions/delays that are out of Motorola's control will
result in additional costs.

Antenna and Transmission Line Installation

Install 3 antenna(s) for the RF system.

Install 1 GPS antenna(s).

Install 1 tower top amplifier(s).

Install up to 550 linear feet of 1/2-inch transmission line.

Install up to 550 linear feet of 7/8-inch transmission line.

Install up to 1100 linear feet of 1-5/8-inch transmission line.

Perform sweep tests on transmission lines.

Supply and install 1 ground buss bar at the bottom of the antenna support
structure for grounding RF cables before they make horizontal transition.

® & & 6 O O o o

Existing Facility Improvement Work

+ Install 4 each 8-outlet distribution-bar(s) and wire each outlet to individual
breaker.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page
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Miscellaneous Work

*

Remove old antennas and lines from tower and transport to legal dump.

Site Development at Lake Michie Site

*

Installation of transmit and receive antennas for 12 new channels installed in
existing shelter.

Site Scope Summary

*

.
14
.

Engineering services for site drawings and regulatory approvals — Included.
Site acquisition services — Not included.

Zoning Services — Not included.

Existing tower to be used for antennas — 380 ' Guyed Tower.

Motorola Will:

Site Engineering

*

Prepare site construction drawings, showing the layout of various new and
existing site components.

Conduct site walks to collect pertinent information from the sites (e.g., location of
Telco, power, existing facilities, etc.).

Prepare record drawings of the site showing the as-built information.

Perform National Environmental Policy Act (NEPA) Threshold Screening,
including limited literature and records search and brief reporting, as necessary to
identify sensitive natural and cultural features referenced in 47 Code of Federal
Regulations (CFR) Chapter 1, subsection 1.1307 that may be potentially impacted
by the proposed construction activity. This does not include the additional field
investigations to document site conditions if it is determined that the proposed
communication facility “may have a significant environmental impact” and thus
require additional documentation, submittals, or work.

Perform four point soil resistivity testing at the time of site visit.

Provide a structural engineering analysis for antenna support structure, if
necessary, to support the proposed antenna system. The structural analysis does
not include mapping, structural measurement survey, materials testing,
geotechnical investigation, and/or other field investigation to acquire the data. If
the tower structure fails the analysis, the cost of any site relocation or
modifications to the tower required to support the antenna system will be the
responsibility of Durham.

Provide tower climbing and tower mapping services for towers up to 350 feet to
collect information about structural members and existing equipment.

Research permit requirements (building, utility, and construction) for the
construction of the proposed site, and determine if the permits are required. If a
permit is required, Motorola shall obtain the necessary permit forms and complete
the necessary information on behalf of the City of Durham.

Submit the completed application forms to the local jurisdiction and apply for
applicable permits.

m Motorola Confidential Restricted City of Durham, North Carolina
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4.6.2

&

Site Preparation

+ Provide one-time mobilization costs for the construction crews. Any
remobilization due to interruptions/delays that are out of Motorola's control will
result in additional costs.

Antenna and Transmission Line Installation

Install 3 antenna(s) for the RF system.

Install 1 GPS antenna(s).

Install 1 tower top amplifier(s).

Install up to 420 linear feet of 1/2-inch transmission line.

Install up to 420 linear feet of 7/8-inch transmission line.

Install up to 840 linear feet of 1-5/8-inch transmission line.

Perform sweep tests on transmission lines.

Supply and install 1 ground buss bar at the bottom of the antenna support
structure for grounding RF cables before they make horizontal transition.

* & 6 6 6 o o o

Existing Facility Improvement Work
+ Install 1 8-outlet distribution-bar(s) and wire each outlet to individual breaker.

Miscellaneous Work
+ Remove old antennas and lines from tower and transport to legal dump.

Site Development at Cole Mill Road Site

+ Installation of transmit and receive antennas for 12 new channels installed in
existing shelter.

Site Scope Summary

Engineering services for site drawings and regulatory approvals — Included.
+ Site acquisition services — Not included.

¢ Zoning Services — Not included.

+ Existing tower to be used for antennas — 150 ' Monopole.

*

Motorola Will:

Site Engineering

+ Prepare site construction drawings, showing the layout of various new and
existing site components.

+ Conduct site walks to collect pertinent information from the sites (e.qg., location of

Telco, power, existing facilities, etc.).
+ Prepare record drawings of the site showing the as-built information.
¢ Perform National Environmental Policy Act (NEPA) Threshold Screening,

including limited literature and records search and brief reporting, as necessary to

identify sensitive natural and cultural features referenced in 47 Code of Federal

Regulations (CFR) Chapter 1, subsection 1.1307 that may be potentially impacted

by the proposed construction activity. This does not include the additional field
investigations to document site conditions if it is determined that the proposed

Motorola Confidential Restricted City of Durham, North Carolina
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4.6.3

communication facility “may have a significant environmental impact” and thus
require additional documentation, submittals, or work.

+ Perform four point soil resistivity testing at the time of site visit.

+ Provide a structural engineering analysis for antenna support structure, if
necessary, to support the proposed antenna system. The structural analysis does
not include mapping, structural measurement survey, materials testing,
geotechnical investigation, and/or other field investigation to acquire the data. If
the tower structure fails the analysis, the cost of any site relocation or
modifications to the tower required to support the antenna system will be the
responsibility of Durham.

+ Provide tower climbing and tower mapping services for towers up to 350 feet to
collect information about structural members and existing equipment.

+ Research permit requirements (building, utility, and construction) for the
construction of the proposed site, and determine if the permits are required. If a
permit is required, Motorola shall obtain the necessary permit forms and complete
the necessary information on behalf of the City of Durham.

+ Submit the completed application forms to the local jurisdiction and apply for
applicable permits.

Site Preparation

+ Provide one-time mobilization costs for the construction crews. Any
remobilization due to interruptions/delays that are out of Motorola's control will
result in additional costs.

Antenna and Transmission Line Installation

Install 3 antenna(s) for the RF system.

Install 1 GPS antenna(s).

Install 1 tower top amplifier(s).

Install up to 200 linear feet of 1/2-inch transmission line.

Install up to 200 linear feet of 7/8-inch transmission line.

Install up to 400 linear feet of 1-5/8-inch transmission line.

Perform sweep tests on transmission lines.

Supply and install 1 ground buss bar at the bottom of the antenna support
structure for grounding RF cables before they make horizontal transition.

® & & & O O o o

Existing Facility Improvement Work
+ Install 1 8-outlet distribution-bar(s) and wire each outlet to individual breaker.

Miscellaneous Work
+ Remove old antennas and lines from monopole and transport to legal dump.

Site Development at Parkwood Site

¢ Installation of transmit and receive antennas for 12 new channels installed in
existing shelter.

Motorola Confidential Restricted City of Durham, North Carolina
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Site Scope Summary

+ Engineering services for site drawings and regulatory approvals — Included.
+ Site acquisition services — Not included.

¢ Zoning Services — Not included.

+ Existing tower to be used for antennas — 350 ' Self supported Tower.

Motorola Will:

Site Engineering

+ Prepare site construction drawings, showing the layout of various new and
existing site components.

+ Conduct site walks to collect pertinent information from the sites (e.g., location of
Telco, power, existing facilities, etc.).

+ Prepare record drawings of the site showing the as-built information.

+ Perform National Environmental Policy Act (NEPA) Threshold Screening,
including limited literature and records search and brief reporting, as necessary to
identify sensitive natural and cultural features referenced in 47 Code of Federal
Regulations (CFR) Chapter 1, subsection 1.1307 that may be potentially impacted
by the proposed construction activity. This does not include the additional field
investigations to document site conditions if it is determined that the proposed
communication facility “may have a significant environmental impact” and thus
require additional documentation, submittals, or work.

+ Perform four point soil resistivity testing at the time of site visit.

+ Provide a structural engineering analysis for antenna support structure, if
necessary, to support the proposed antenna system. The structural analysis does
not include mapping, structural measurement survey, materials testing,
geotechnical investigation, and/or other field investigation to acquire the data. If
the tower structure fails the analysis, the cost of any site relocation or
modifications to the tower required to support the antenna system will be the
responsibility of Durham.

+ Provide tower climbing and tower mapping services for towers up to 350 feet to
collect information about structural members and existing equipment.

+ Research permit requirements (building, utility, and construction) for the
construction of the proposed site, and determine if the permits are required. If a
permit is required, Motorola shall obtain the necessary permit forms and complete
the necessary information on behalf of the City of Durham.

¢ Submit the completed application forms to the local jurisdiction and apply for
applicable permits.

Site Preparation

+ Provide one-time mobilization costs for the construction crews. Any
remobilization due to interruptions/delays that are out of Motorola's control will
result in additional costs.

Antenna and Transmission Line Installation

+ Install 3 antenna(s) for the RF system.
+ Install 1 GPS antenna(s).

Motorola Confidential Restricted City of Durham, North Carolina
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* & 6 & o o

Install 1 tower top amplifier(s).

Install up to 400 linear feet of 1/2-inch transmission line.

Install up to 400 linear feet of 7/8-inch transmission line.

Install up to 800 linear feet of 1-5/8-inch transmission line.

Perform sweep tests on transmission lines.

Supply and install 1 ground buss bar at the bottom of the antenna support
structure for grounding RF cables before they make horizontal transition.

Existing Facility Improvement Work

*

Install 1 8-outlet distribution-bar(s) and wire each outlet to individual breaker.

Miscellaneous Work

*

Remove old antennas and lines from tower and transport to legal dump.

City of Durham Will:

*

If required, prepare and submit EME plans for the site (as a licensee) to
demonstrate compliance with FCC RF Exposure guidelines. [Note: Should the
City of Durham desire guidance with this task, Motorola is able to recommend
resources. Additionally, Appendix A of Motorola’s Standards and Guidelines for
Communication Sites (R56) discusses Electromagnetic Energy and provides a
basic methodology for structuring an FCC compliant program. If the City of
Durham does not have a copy of Motorola's Standards and Guidelines for
Communication Sites (R56) v 2005, one will be provided.]

As applicable, coordinate, prepare, submit, and pay for all required permits and
inspections for the work that is the City of Durham’s responsibility.

Review and approve site design drawings within 7 calendar days of submission by
Motorola or its subcontractor(s). Should a re-submission be required, the City of
Durham shall review and approve the re-submitted plans within 7 calendar days
from the date of submittal.

Provide personnel to observe construction progress and testing of site equipment
according to the schedule provided by Motorola.

Secure clear and unencumbered title, MOU, or Lease Agreement with the
property owner.

Provide property deed or lease agreement, and boundary survey, along with
existing as-built drawings of the site and site components to Motorola for
conducting site engineering.

Provide a right of entry letter from the site owner for Motorola to conduct field
investigations.

Provide clear and stable access road to the site for heavy-duty construction
vehicles, cement trucks and cranes. Sufficient space must be available at the site
for these vehicles to maneuver under their own power, without assistance from
other equipment.

Arrange for space on the structure for installation of new antennas at the proposed
heights on designated existing antenna-mounting structures.
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+ Provide as-built structural and foundation drawings of the structure and site
location(s) along with geotechnical report(s) for Motorola to conduct a structural
analysis.

+ Provide support facilities for the antenna cables (cable ladder, entry ports,
waveguide bridge) from the antenna to the equipment room.

+ Pay for any upgrade of the antenna support structure necessary to accommodate
the new antennas.

+ Provide space, HVAC, backup power (UPS, generator), outlets, grounding, surge
suppression, lighting, fire suppression and cabling facilities for the equipment
room per Motorola's R56 specifications. Ceiling and cable tray heights in the
equipment rooms should be such as to accommodate 7-1/2-foot equipment racks,
and the ceiling should be 9 feet or greater.

+ Confirm that there is adequate utility service to support the new equipment and
ancillary equipment.

+ Confirm that the existing generator is sufficient to support the new equipment and
ancillary equipment loads.

+ If required, remove or relocate any existing facilities, equipment, and utilities to
create space for new site facilities and equipment.

+ Ifrequired, provide any physical improvements (walls, roofing, flooring, painting,
etc.) necessary to house the equipment in the existing room.

+ Upgrade the existing grounding and transient voltage suppression systems to
Motorola's current R56 Standards, and supply a single point system ground, of ten
(10) ohms or less, to be used on all fixed equipment supplied under this proposal.
Supply a grounding tie point within ten (10) feet of the-Motorola-supplied
equipment.

+ Supply required standby generator power to support the additional proposed
equipment. This power source shall be adequate to back up all radio equipment,
future equipment growth, and ancillary equipment such as, but not limited to,
interior lighting, tower lighting and HVAC.

+ Supply required UPS Power to support the additional proposed equipment. This
uninterruptible power source shall be adequate to back-up all radio equipment as
well as future equipment growth.

+ Provide support and entry facilities for the cables (cable ladder/chaseway, entry
ports, etc.) between the proposed equipment locations.

¢ Secure power connection to the room, associated permitting, and installation of a
meter and disconnect within 50 feet of the proposed shelter location.

¢ Provide properly sized electrical panel with breakers to wire ESS cabinet
distribution.

Assumptions:

+ No prevailing wage, certified payroll, mandatory union workers or mandatory
minority workers are required for this work

+ All work is assumed to be done during normal business hours as dictated by time
zone (Monday thru Friday, 7:30 a.m. to 5:00 p.m.).

+ Site has adequate electrical service for the new shelter and tower. Utility
transformer, transformer upgrades, line, or pole extensions have not been

included.
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Pricing has been based on National codes such IBC or BOCA. Local codes or
jurisdictional requirements have not been considered in this proposal.

No improvements are required for concrete trucks, drill rigs, shelter delivery, and
crane access.

If extremely harsh or difficult weather conditions delay the site work for more
than a week, Motorola will seek excusable delays rather than risk job site safety.
The existing ground system and soil resistivity at the site is sufficient to achieve
resistance of 10 ohms or less. Communication site grounding will be designed and
installed per Motorola’s R56 standards.

Structural and foundation drawings of the antenna support structure will be made
available to preclude the need for ultrasonic testing or mapping of existing tower
structural members.

Lead paint testing of existing painted towers has not been included.

On the existing tower, the antenna locations for the proposed antenna system
design will be available at the time of installation.

Restoration of the site surroundings by fertilizing, seeding, and strawing the
disturbed areas will be adequate. Additional landscaping or aesthetic
improvements (decorative fencing, stealth towers, etc.) have not been included in
this proposal.

The site has adequate utility service to support the proposed equipment loading.
Utility transformer upgrades or step-up or down transformers will not be required.
Underground utilities are not present in the construction area and as such no
relocation will be required.

The existing antenna support structure is structurally capable of supporting the
new antenna, cables, and ancillary equipment proposed and will not need to be
removed or rebuilt at the existing site. The tower or supporting structure meets all
applicable EIA/TIA-222 structural, foundation, ice, wind, and twist and sway
requirements. Motorola has not included any cost for structural or foundation
upgrades to the antenna support structure.

The existing cable support facilities from the antenna to the cable entry port can
be used for supporting the new antenna cables.

Structural analyses for towers or other structures that have not been performed by
Motorola will relinquish Motorola from any responsibility for the analysis report
contents and/or recommendation therein.

The site will have adequate room for installation of proposed equipment, based on
applicable codes and Motorola’s R56 standards.

The existing utility service and backup power facilities (UPS, generators) have
sufficient extra capacity to support the proposed new equipment load.

A clear obstruction-free access exists from the antenna location to the equipment
room.

The City of Durham does not desire upgrade of the existing site to meet
Motorola’s R56 standards.

The floor can support the proposed new loading. Physical or structural
improvements to the existing room will not be required.

Completion Criteria
+ Site development completed and approved by Durham.
Motorola Confidential Restricted City of Durham, North Carolina
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4.6.4

4.6.5

4.7

4.7.1

4.7.2

4.7.3

&

Site Development Complete
+ All site development is completed and approved by the City of Durham.

Site Development Acceptance (Milestone)

+ All site developments are completed and accepted by the City of Durham.
System Installation

Install Fixed Network Equipment

City of Durham Responsibilities

+ Provide secure storage for the Motorola-provided equipment, at a location central
to the sites. Motorola will coordinate the receipt of the equipment with the City of
Durham’s designated contact and inventory all equipment.

+ Install system equipment as specified by the Equipment List, System Description,
and system drawings.

+ Provide Motorola with the subscriber information for input into the system
database, for activation.

+ Provide Motorola with database conversion assistance.

+ Bond the supplied equipment to the site ground system in accordance with
Motorola’s Standards and Guidelines for Communication Sites (R56).

+ Provide access to the sites as necessary.

+ Remove/dispose/relocate existing equipment to a City designated location.

Completion Criteria
+ Fixed Network Equipment installation completed and ready for optimization.

Fixed Network Equipment Installation Complete
+ All fixed network equipment is installed and accepted by the City of Durham.

Console Installation

City of Durham Responsibilities

+ Install consoles in the space provided by the City of Durham.

¢ Connect the City of Durham-supplied, previously identified circuits into the
console to a demarcation point located within 25 feet of the console interface.

+ Terminate the audio outputs for the logged talkgroups onto a punchblock, and
then terminate these outputs into the logging recorder.

+ Install a dedicated Local Area Network (LAN) at each dispatch center to connect
the proposed console positions.

+ Connect the appropriate equipment to the Durham-supplied ground system in
accordance with Motorola’s R56 Site Installation Standards. Perform the console
programming based on the console templates approved by the City of Durham.
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4.7.4

4.7.5

4.8

4.8.1

+ For consoles not located at the master site, additional network link resources will
be required, as identified in the network diagram provided by Motorola.

+ Provide demarcation point located within 25 feet of the console interface.

+ *The existing consoles that will be used as part of the trade-in promotional offer
must be returned to Motorola, once the new Consoles have been installed*

Completion Criteria
+ Console installation is complete.

Console Installation Complete
+ Console installation is completed by the City of Durham.

System Installation Acceptance (Milestone)

+ All equipment installations are completed and accepted by the City of Durham.
System Optimization

Optimize System FNE

Motorola Responsibilities

+ Verify that all equipment is operating properly and that all electrical and signal
levels are set accurately.

+ Verify that all audio and data levels are at factory settings.

+ Check forward and reflected power for all radio equipment after connection to the
antenna systems to verify that power is within tolerances.

+ Optimize each subsystem.

+ Verify communication interfaces between devices for proper operation.

¢ Test features and functionality are in accordance with manufacturers’
specifications and that they comply with the final configuration established during
the CDR/system staging.

¢ Test and optimize the simulcast system.

+ Integrate the consoles and RF sites into the system to ensure proper operation.

¢ Setup the consoles on the new radio system to perform the dispatching operation.

City of Durham Responsibilities

¢ Provide access/escort to the sites.

+ Provide required radio ID and alias information to enable alias database setup for
interface to console.
Define the logging recorder tracks by talkgroup.

¢ Instruct dispatchers on any temporary configurations for dispatching until cutover
is complete.

Completion Criteria
+ System FNE optimization is complete.
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4.8.2

4.8.3

4.9

4.9.1

4.9.2

Link Verification

Motorola Responsibilities

+ Perform test to verify site link performance prior to the interconnection of the
Motorola-supplied equipment to the link equipment.

City of Durham Responsibilities

+ Make available the required links which meet the specifications supplied by
Motorola at the CDR.

Completion Criteria
+ Link verification is successfully completed.

Optimization Complete

+ System optimization is completed.
+ Motorola and the City of Durham agree that the equipment is ready for
acceptance testing.

Training

Perform Training

Motorola Responsibilities

+ Finalize training schedules purchased as part of this project with the City of
Durham Project Manager.
¢ Conduct the training classes outlined in the Training Plan.

City of Durham Responsibilities

Identify specific courses and number of participants to be trained.

Schedule participants to attend training to comply with the project schedule.
Provide training facilities as appropriate for the courses selected.

Attend training classes.

Comply with the pre-requisites in the Training Plan.

* & & o o

Completion Criteria
¢ All training classes are completed.

Training Complete
¢ All training classes are completed.
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4.10

4.10.1

4.10.2

4.10.3

&

Audit and Acceptance Testing

Perform R56 Audit

Motorola Responsibilities

+ Perform R56 site installation quality audits verifying proper physical installation
and operational configurations.

+ Create site evaluation report to verify site meets or exceeds requirements, as
defined in Motorola’s Standards and Guidelines for Communication Sites (R56).

City of Durham Responsibilities

+ Provide access/escort to the sites.
+ Witness tests. (if desired)

Completion Criteria
+ All R56 audits completed successfully.

Perform Equipment Testing

Motorola Responsibilities

+ Test individual components of the system to verify compliance to the equipment
specifications.

+ Repeat any failed test(s) once Motorola (or the City of Durham) has completed
the corrective action(s).

+ Prepare documentation of component tests to be delivered as part of the final
documentation package.

City of Durham Responsibilities
¢ Witness tests if desired.

Completion Criteria
+ Equipment testing has been successfully completed.

Perform Functional Testing

Motorola Responsibilities

+ Verify the operational functionality and features of the individual subsystems and
the system supplied by Motorola, as contracted.

+ If any major task as contractually described fails, repeat that particular task after
Motorola determines that corrective action has been taken.

+ Document all issues that arise during the acceptance tests.

+ Document the results of the acceptance tests and present to the City of Durham
for review.

+ Resolve any minor task failures before Final System Acceptance.
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City of Durham Responsibilities

*

Witness the functional testing.

Completion Criteria

*

Functional testing has been successfully completed and approved by the City of
Durham.

4.10.4 System Acceptance Test Procedures (Milestone)

*

City of Durham approves the completion of all the required tests.

4.11 Finalize

4.11.1 Cutover

Motorola Responsibilities

*

Motorola and the City of Durham develop the mutually agreed upon cutover plan
based upon discussions held during the CDR.

During cutover, follow the written plan and implement the defined contingencies,
as required.

Conduct cutover meeting(s) with user group representatives to address both how
to mitigate technical and communication problem impact to the users during
cutover and during the general operation of the system.

City of Durham Responsibilities

.
¢
.

Attend cutover meetings and approve the cutover plan.

Notify the user group(s) affected by the cutover (date and time).

Conduct a roll call of all users working during the cutover, in an organized and
methodical manner.

Ensure that all Subscriber users have been trained, prior to cutover and the
Subscribers have been activated on the system.

Completion Criteria

¢

Successful migration has occurred from the existing system to the new system.

4.11.2 Resolve Punchlist

Motorola Responsibilities

*

Work with the City of Durham to resolve punchlist items, documented during the
Acceptance Testing phase in order to meet all the criteria for final system
acceptance.
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4.11.3

4.11.4

&

City of Durham Responsibilities

+ Assist Motorola with resolution of identified punchlist items by providing
support, such as access to the sites, equipment and system, and approval of the
resolved punchlist item(s).

Completion Criteria
+ All punchlist items have been resolved and approved by the City of Durham.

Transition to Service/Project Transition Certificate

Motorola Responsibilities

+ Review the items necessary for transitioning the project to warranty support and
service.

+ Provide a Customer Support Plan detailing the warranty and post warranty
support, if applicable, associated with the Contract equipment.

+ Provide additional information regarding post warranty support, included in the
Warranty/Post Warranty section of this document.

City of Durham Responsibilities
+ Participate in the Transition Service/Project Transition Certificate (PTC) process.

Completion Criteria

+ All service information has been delivered to and approved by the City of
Durham.

Finalize Documentation

Motorola Responsibilities

+ Provide an electronic as-built system manual on a Compact Disk (CD). The
documentation will include the following:
= System Level Diagram.

= Site Block Diagrams.

= Site Floor Plans.

= Site Equipment Rack Configurations.

= Antenna Network Drawings for RF Sites.

= ATP Test Checklists.

= Functional Acceptance Test Plan test sheets and results.
= Equipment Inventory List.

= Console Programming Template.

Drawings are created utilizing Microsoft Visio design software and will be
delivered in Adobe PDF format. All other system manual documents converted
from native format to Adobe PDF format will be included on the System Manual
CD.
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4.11.5

4.12

4.12.1

4.12.2

+ Provide console operator manual at each dispatch center.

City of Durham Responsibilities
+ Receive and approve all documentation provided by Motorola.

Completion Criteria

+ All required documentation has been provided to and approved by the City of
Durham.

Final Acceptance (Milestone)

+ All deliverables are completed as contractually required.
+ Final System Acceptance has been received from the City of Durham.

Project Administration

Project Status Meetings

Motorola Responsibilities

+ Attend all project status meetings with the City of Durham, as determined during
the CDR.

+ Record the meeting minutes and supply the report.

+ The agenda will include the following:
= Overall project status compared to the Project Schedule.

= Product or service related issues that may affect the Project Schedule.

= Status of the action items and the responsibilities associated with them, in
accordance with the Project Schedule.

= Any miscellaneous concerns of either the City of Durham or Motorola.

City of Durham Responsibilities

¢ Attend meetings.
+ Respond to issues in a timely manner.

Completion Criteria
+ Meetings and submission of meeting minutes have been completed.

Progress Milestone Submittal

Motorola Responsibilities
+ Submit progress (non-payment) milestone completion certificate/documentation.

City of Durham Responsibilities

+ Approve milestone which will signify confirmation of completion of the work
associated with the scheduled task.
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Completion Criteria
+ City of Durham approves of the Milestone Completion document(s).

4.13 Change Order Process

Either Party may request changes within the general scope of this Agreement. If a
requested change causes an increase or decrease in the cost or time required to
perform this Agreement, the Parties will agree to an equitable adjustment of the
Contract Price, Performance Schedule, or both, and will reflect the adjustment in a
change order. Neither Party is obligated to perform requested changes unless both
Parties execute a written change order.
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Section 5. Training

5.1

Overview

Motorola Solutions understands that the successful implementation and use of your
communications system depends on effective training. We have developed a training
proposal for Durham, NC to ensure a comprehensive understanding of the proposed
ASTRO 25 system and all user equipment. We are leveraging over 75 years of
training experience working with customers just like you to provide
recommendations for your consideration. The training proposal detailed in the
following pages incorporates customer feedback coupled with a best practices
systematic approach to produce effective course delivery and content.

Our commitment to Durham, NC is to provide unsurpassed services that ensure the
system operates efficiently for the life of the system, and in doing so, directly train
your personnel to acquire a level of knowledge to utilize the system at its maximum
potential.

Durham, NC personnel will gain in-depth
understanding of the power of the new
ASTRO 25 system through education and
proficient daily use. Our high-quality
training focuses attention on student needs.
Training is complemented by our detailed
documentation and available continuing
education program.

We will collaborate with Durham, NC to
develop a final customized training plan
that fits your needs and assures that System
Administrators, Maintenance Technicians
and End Users are skilled in using the new
ASTRO 25 system.
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5.2

®

Training Approach

Our training solution delivers a combination of online training and field based
instructor led training at Durham, NC locations using the operational equipment and
classrooms. Motorola Solutions will employ knowledgeable and experienced
instructors, well-designed courseware and integrated lab activities.

Training is based upon several key criteria:

+ Course design is driven by an analysis of student needs and focuses on how-to
rather than theory.

+ Learning objectives are based upon what students need to accomplish on the job
and focus on specific applications or components.

+ Hands-on lab opportunities using Durham, NC specific job aids are incorporated
into training to maximize the transfer of skills and the retention/reuse of
information.

Our instructors bring invaluable experience and first-hand knowledge of public safety
systems into their training approach. This experience and knowledge provides them a
better understanding of and insight into the practical aspects of the role of Durham,
NC Managers, Technicians and End Users. Each has a proven ability to communicate
with novice as well as expert personnel — please check our instructor resumes and
client references.
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5.3 Courses Proposed

Motorola Solutions has identified the following course(s) that are necessary to
achieve the training goals for Durham, NC. Course description files for the
recommended courses are provided in the matrix below and/or in the training
appendix. Class delivery for instructor-led courses in the field will be tailored for
your system and features.

Specifically, our proposed training plan addresses the following categories as
identified in your request for proposal:

+ System Administrators
+ Maintenance Technicians
+ Console End Users

It is recommended that students bring their laptop computers for all System
Administrator and Technician classes. One set of hard copy manuals will be provided
for the class. Students will receive their manuals in CD-ROM format and hard copy
participant guides.

System Administrator

Course Target Audience| No. of Duration Location No. of
Sessions| (days) Attendees

ASTRO 25 IV&D 7.x System NA 6-12 Online Prior to Up to 12
Trunking with M Core Managers and Hours Part 2

System Overview Technicians

Part 1 of 3

(Self-Paced Online)

Course Synopsis:

The ASTRO 25 Integrated Voice and Data System Overview course is intended to provide an overview of the ASTRO 25 System in
order to familiarize the various audiences with the overall system capabilities, components, features, and benefits.

ASTRO 25 IV&D 7.x System NA 6-12 Online Prior to Upto 12
Introduction to Radio Managers and Hours Part 3

System Management Technicians

Applications

Part 2 of 3

(Self-Paced Online)

Course Synopsis:

This course provides an introduction to the Motorola Solutions Radio System Management Applications. This course is a Prerequisite to
Radio System Administrator.

ASTRO 25 IV&D 7.x Radio System 1 5 Durham, NC Post Upto 12
System Administrator Managers Installation

Workshop and Prior

Part 3 of 3 to

(Instructor Led) Managing

Course Synopsis:

This workshop covers management functions for an ASTRO 25 Integrated Voice and Data (IV&D) System. Learning activities in this
document-based training course focus on how to use the different ASTRO 25 IV&D System Management applications. Participants will
be provided with an opportunity to discuss how to structure their organization and personnel for optimal ASTRO 25 IV&D system use..
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System Administrator

Course Target Audience| No. of Duration Location Date No. of
Sessions | (days) Attendees

ASTRO 25 IV&D Trunked System NA 4 hours Online Prior to Upto 12
System - Interfacing to Managers and Managing

SmartZone 3600 Systems Technicians

with SmartX

(Self-Paced Online)

Course Synopsis:

The ASTRO® 25 Integrated Voice and Data (IV&D) — SmartX Site Converter is designed to allow communication between subscriber
radios at existing 3600 RF sites and an ASTRO 25 IV&D system. It is based on the Voice Processor Module hardware platform and
enables the continued use of 3600 RF sites and subscriber radios with the release of ASTRO 25 7.7 or higher. .

Technician Maintenance Training

Course Target Audience No. of Duration Location No. of

Sessions  (days) Attendees
ASTRO 25 IV&D 7.x Master Site 1 5 Durham, NC P_rior_tf_J Upto 12
M Core Workshop Technicians Maintaining

(Instructor-led)

Course Synopsis:

This workshop teaches advanced troubleshooting skills and best practices for the ASTRO 25 Integrated Voice and Data System Release
7.x. The workshop focuses on gathering and analyzing system information to implement the appropriate actions that return a system to
full operational status.

ASTRO 25 7.x IV&D Simulcast and 1 5 Durham, NC Prior to Up to 12
IP Based Digital Simulcast | Remote Site Maintaining

with GTR8000 Repeater Technicians

Workshop

(Instructor-led)

IP Simulcast Course Synopsis:

This workshop describes the components in the ASTRO 25 Integrated Voice and Data System Digital Simulcast subsystem. This course
presents how the Simulcast subsystem operates and explains the tools and methods available for troubleshooting components within the
Simulcast subsystem.

GTR8000 Course Synopsis:

This workshop describes the components in the ASTRO 25 Integrated Voice and Data System GTR 8000 site subsystem. This course
presents how the GTR 8000 site subsystem operates and explains the tools and methods available for troubleshooting components
within the repeater site subsystem.

MCC7500 Dispatch Console 1 4 Durham, NC Prior to Upto 12
Console Technicians Maintaining

(Instructor-led)

Course Synopsis:

This course familiarizes technicians in troubleshooting/repair functions, operating procedures, and hardware/software applications for the
MCC 7500 console. The focus is on a detailed discussion of console hardware and hands-on activities with the installation and
configuration of the MCC 7500 console.
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Console End User Training

Course Target Audience No. of Duration Location Date No. of Attendees
Sessions (CEVS)
MCC7500 Console Console 2 1 Durham, NC Prior to 16
Operator Upgrade Trainers Cut-over
Differences (4 hr (8 per)
sessions)

Train-the-Trainers
(Instructor-led)
4 training consoles (2x1 Ratio)

Prerequisite: Proficient on
CENTRACOM Gold Elites

Course Synopsis:

Focusing on the differences after the upgrade, this course provides participants with an introduction to the dispatch console, its basic
operation and tailored job aids which will be available for assistance in operation. Through facilitation and hands-on activities, the user
learns how to perform common tasks associated with the console operation. It also provides the customer’s identified training personnel
with the knowledge of, and practice applying training techniques that they will need to enable them to successfully train their students.
Trainers will use video, facilitation, and hands-on activities to facilitate learning events supported by tailored or customized training
materials and job aids. They will become proficient at discussing the common tasks associated with operation of the customer’s consoles.
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Section 6. Warranty and Maintenance

6.1 Introduction

Motorola provides an integrated total support plan for service, support, and repair of
the City of Durham ASTRO 25 communications network. Our comprehensive
support services can help reduce your total cost of ownership and ensure service
availability while helping you cost-effectively deliver new network capabilities. The
services described in this section are designed to provide complete support of the
network and ensure optimal efficiency, security, and reliability of your investment.

6.2 Warranty Services

Our standard warranty program consist of a one-year parts and labor warranty from
the date of system acceptance of the new equipment included in this proposal (Error!
Reference source not found.). Coverage for existing equipment will remain on the
current maintenance support agreement. Local onsite support and preventative
maintenance will be provided by the City of Durham.

Table 6-1: Standard one-year warranty services overview

- Warranty Service - Year 1

Dispatch Service v
Technical Support v
Network Monitoring Service v
Security Monitoring Service v
Security Update Service v
Infrastructure Repair Service with v

Advanced Replacement
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6.2.1

6.2.2

Dispatch Service

The System Support Center (SSC) is the single point of contact for all service issues.
With Dispatch Service, one phone call to the SSC and the system response and
restoration process begins immediately (Error! Reference source not found.).
Dispatch maintains contact with the local, onsite servicer as they diagnose and restore
the communications network. Once a technician addresses the issue, the SSC verifies
resolution and, with City approval, closes the case. Activity records are also available
to provide comprehensive history of site performance, issues, and resolutions.

Figure 6-1: One call does it all, does it fast, and does it right

Technical Support

Technical Support service provides an additional layer of support through centralized,
telephone consultation for issues that require a high level of communications network
expertise and troubleshooting capabilities. The SSC delivers Technical Support 24
hours per day, 365 days a year. Our SSC technologists specialize in the diagnosis and
swift resolution of network performance issues. These technologists have access to a
solutions database as well as in house test labs and development engineers. SSC
technologists monitor Technical Support cases continuously against stringent inbound
call management and case management standards to ensure rapid and consistent issue
resolution. Technical Support service translates into measurable, City-specific metrics
for assured network performance and system availability.
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6.2.3

6.2.4

&

Network Monitoring Service

Network Monitoring Service can help keep your network at optimum availability so it
is ready to serve mission-critical communications needs. By watching over the
network continuously, Network Monitoring Service takes action whenever needed,
and resolves network problems. We often intervene and correct the problem before
you even know a problem exists. Network Monitoring Service provides improved
productivity and enhanced network performance, which in turn helps to increase your
technology return-on-investment.

Using a combination of network monitoring software, automated alerts, and remote
diagnostics inquiries, our SSC technologists actively monitor your network to
maximize network uptime and overall preparedness—for the expected and
unexpected. Upon receiving an alert, our team immediately performs a series of
diagnostics to assess the problem. Often the situation can be resolved remotely, but
when additional attention is required, a local field technician is dispatched
immediately to your site to achieve restoration.

Network Monitoring service is a vital component of an intelligent communication
support plan that keeps your business operating smoothly, your costs down, and
assures maximum preparedness at all times.

Security Monitoring Service

Security elements such as anti-virus, firewalls, and Intrusion Detection Systems (IDS)
are a good first step, but they are not enough to secure your network. Radio network
operators must take additional steps to reduce vulnerabilities to potential attack and
protect critical radio network infrastructure. Our ASTRO 25 Security Monitoring
Service is a complete solution that reduces the risk of network availability being
impacted by a security threat. Specialized security analysts provide uninterrupted
monitoring of the radio network security elements utilizing advanced correlation and
visualization tools to detect, characterize, and respond to events that are specifically
applicable to government and public safety radio networks (Figure 6-2). Our security
analysts have direct and immediate access to Motorola engineers for rapid resolution.
This level of service ensures the operational impact that security events may cause to
your network are minimized or eliminated.
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6.2.5

6.2.6

Figure 6-2: Protect your critical business assets

Security Update Service

Security Update Service (SUS) provides the latest releases of software security
updates. Commercial security software updates are often designed without RF
systems in mind and could cause inadvertent harm to your radio network, disrupting
mission-critical communications and putting your first responders and citizens at risk.
SUS assures that commercial anti-virus definitions, operating system software
patches, and Intrusion Detection Sensor signature files are compatible with your
ASTRO 25 network and do not interfere with network functionality.

After these patches have been pre-tested and certified by Motorola, an email
notification is sent to customers upon availability of new updates with access to a
Motorola secure extranet website that will enables customers to download the pre-
tested, certified security updates when convenient. Deploying these pre-tested
updates and patches as they become available assures preparedness against network
performance interruptions due to security vulnerability, and electronic attack.
Customers may also purchase the ability to have these pre-tested patches
automatically deployed on their system.

Infrastructure Repair Service with Advanced Replacement

Infrastructure Repair with our Advanced Replacement upgrade supplements your
spares inventory with our centralized inventory of critical equipment (Figure 6-3). In
advance of Motorola repairing the malfunctioning unit, we send a replacement unit to
you within 24 hours to ensure a spare unit is available. Upon receipt of the
malfunctioning unit, Motorola repairs the unit and replaces it in our centralized
inventory.

Motorola Confidential Restricted City of Durham, North Carolina
Use or disclosure of this proposal is Project 25 Upgrade
subject to the restrictions on the title page

Warranty and Maintenance

6-4



6.3

6.3.1

@

Figure 6-3: Reliable, timely network repair

Post Warranty Maintenance

Overview

As our continuing commitment to supporting your system, the post-warranty
maintenance and support period will begin upon completion of the warranty year
(Table 6-2). Post-warranty pricing includes the warranty year services described in
subsection 6.2, plus the Software Upgrade Agreement 11 (SUAII) (Table 6-3). Costs
for six years of SUA Il are included in the total System Package Price and covers
three upgrades over the six year period.

This full suite of services, along with the SUAII, provides support and maintenance
of your system for optimal uptime and availability to all system users. These services
are in addition to the base cost of the system and are customizable to meet your
specific needs.
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6.3.2

Table 6-2: Post-warranty support services overview

Post-Warranty Service _

Dispatch Service
Network Monitoring
Security Monitoring
Security Update Service

Technical Support

X X X X X

Infrastructure Repair Service with Advanced
Replacement

AN

Software Upgrade Agreement Il

Software Upgrade Agreement Il

Modern LMR systems are specialized information technology (IT) networks that are
a hybrid composition of commercial off-the-shelf (COTS) IT components, specialized
radio frequency (RF) components and software designed to comply with standards-
based specifications. To ensure the highest level of operation, allow for system
expansion, provide maximum lifespan and protect the initial investment, regular
update and replacement of individual software and hardware components is required.

SUAII is comprehensive approach to technology refreshment of the ASTRO 25
system aligned with the Motorola lifecycle roadmap. SUAII is a complete package of
hardware, software and implementation services required to update the ASTRO 25
system every two years to a level consistent the latest systems leaving the factory.

Updates to OEM components ensure availability of repair services support and may
also provide increased capacity and processing speed. Regular updates enable system
expansion (i.e. expansion of RF sites, dispatch positions, data subsystems, network
management positions, etc.). Professional implementation services guarantee live
system upgrades are performed with minimal interruption to system operation with
minimal reliance on owner resources. SUAII ensures the ASTRO 25 system functions
at the highest level of operation, allows for expansion and feature enhancement, and
maximizes the lifespan of the investment. For owners that are committed to
upgrading their system on a regular basis, SUAII provides a consistent budgeting
solution that provides complete coverage.
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Table 6-3: Post-Warranty Pricing

POST-WARRANTY MAINTENANCE

YEAR 2

YEAR 3

YEAR 4

Phase 1 $210,385 $ 216,697 $223,198
Phase 2 S 64,523 S 66,459
Phase 3 S 42,710
TOTAL AFTER EACH PHASE $210,385 $281,220 $ 332,367
**Software Upgrade Agreement Il (SUAII) w/ labor & hardware Included Included Included
Existing Equipment/Existing Maintenance Contract S 226,862 S 105,556 S 89,151
GRAND TOTAL WITH EXISTING MAINTENANCE PER PHASE $437,247 $ 386,776 $421,518

**Costs for six (6) years of SUAII are included in the total System Package Price and covers three (3)

upgrades.

Post Warranty Maintenance covers infrastructure only. Subscribers, logging, transport and onsite labor

are not included.

6.4 Summary

Motorola Support Services ensure peak network and operational performance by offering a
diverse portfolio of scalable support services. Motorola has an extensive service

organization to provide local, trained, and qualified service personnel to manage your

communications network. Our Support Services focuses on performance, both
technological and operational, to maximize the efficiency and security of your

communications network. These services can help increase both the availability and the
operating efficiency of your network, while effectively managing costs and ensuring the

Safety of your employees and the citizens they protect (Figure 6-4).

Figure 6-4: We focus on our core competency so you can focus on yours
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Our in-depth and first-hand knowledge of mobility communications processes,
technologies, and integrated solutions is invaluable. We have more than 80 years of
experience in designing, building, maintaining and managing large, complex mobile
networks. Our 6,500 Motorola Services professionals and over 8,000 partners and
certified subcontractors, have the support of a global network of research and
development centers and test labs, as well as Motorola service and support centers at
local, regional, and national levels. <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>